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INTRODUCTION

The accelerated digital transformation of the automotive industry has shifted the concept of quality from
a narrow focus on compliance to an integrated framework where knowledge management, intellectual property
protection, standardization, and communication processes between embedded systems and high-level
applications are mutually interdependent. Within this context, the present thesis proposes and validates an
integrated quality management system for communication processes, with a dual purpose: enhancing the
technical and functional robustness of mechatronic products and reducing prototyping time through a coherent
set of methods, tools, and standards that span the entire product lifecycle—from concept and patenting to
prototyping and validation.

The conceptual and practical structure of the thesis follows a logical sequence of chapters that
interweave critical literature analysis, methodological framework, original contributions, and experimental
validations, providing a comprehensive view of the trajectory from problem identification to solution design
and its impact on the quality of communication in embedded automotive systems.

Chapter One establishes the current state of knowledge in automotive quality management, starting from
organizational models based on knowledge and learning, and continuing with established methodologies
(TQM, Six Sigma/DMAIC, Kaizen), emphasizing how these approaches support traceability, reduce
variability, and ensure convergence between technological and informational processes.

Chapter Two extends the analysis to the relationship between intellectual property management and the
implementation of a quality management system in automotive. It highlights how protecting research outputs
(patents, know-how, trademarks) strengthens competitive advantage, while quality assurance requirements
impose rigorous mechanisms for documentation, traceability, and change control—essential for leveraging
innovation legally and economically. The chapter also provides an overview of recent trends in innovation at
European and global levels, arguing that a well-governed and audited communication system is itself a
strategic asset, reducing compliance risks, facilitating technology transfer, and accelerating the path from idea
to market.

Chapter Three moves from principles to norms, mapping relevant standards that structure
communication processes across layers: from the OSI model and AUTOSAR architecture
(RTE/COM/PDUR/CanTP/Canlf, etc.) to vehicular protocols and physical interfaces (CAN, LIN, FlexRay,
Ethernet, UART, SPI, I12C, BLE), as well as diagnostic services (UDS/ISO 14229). This section clarifies OSI-
AUTOSAR correspondences, illustrates fragmentation and reassembly mechanisms (ISO TP), and examines
integrity, security, and interoperability requirements, offering a coherent reference framework for designing a
unified communication solution capable of ensuring portability across microcontrollers, compilers, and buses.

Chapter Four introduces bibliometric analysis, using quantitative tools to position the thesis topic within
the scientific landscape: dynamics of themes such as “quality management,” “communication protocol,” and
“firmware platform,” co-citation network density, leading countries/institutions/authors, and key journals. This
approach serves a dual role: validating the relevance of the topic (through volume, impact, and trends) and
providing an objective map that guided method selection and contribution focus, ensuring the proposed
platform addresses real needs of the scientific and industrial community.

Chapter Five transitions from scientific and normative analysis to the applied core of the thesis,
preparing the ground for defining requirements and solution architecture. Here, theoretical conclusions are
consolidated into a coherent list of needs: 8-byte messages compatible with classic CAN, a robust request—
response mechanism inspired by UDS (with positive/negative feedback), explicit commands for testing and
parameterization, internal variable traceability, and constraints related to portability, security, and non-
intrusiveness regarding ECU operation. This requirement-oriented crystallization sets the stage for the
methodology and hardware—software platform presented in subsequent chapters.

Chapter Six specifies the main objective, specific objectives, and research methodology. The general
objective is the development and validation of an integrated platform—BIOComProP—combining ECU
firmware, PC-based test software, and a dedicated communication protocol to ensure quality, security,
traceability, and portability of communication processes throughout the R&D chain. The adopted methodology
is iterative and incremental, anchored in the VV-model, with strict traceability between requirements, design,
implementation, and validation, reinforced by mind maps for deliverable planning and bibliometric analyses
for direction calibration. Specific objectives include defining the 8-byte protocol, implementing security
mechanisms (password, SEED-KEY, anti-brute-force policies), designing a configurable and portable
firmware architecture, developing testing and parameterization tools, creating a unified R&D workspace, and
integrating an embedded testing system for ECUSs.



Chapter Seven details contributions related to identifying and implementing communication standards
applicable to communication processes. It designs and implements the 8-byte message protocol (with
request/response, service codes, positive/negative confirmations), defines the command map for digital/analog
ports, EEPROM access, and internal variables, and models data frame processing in the ECU alongside
security mechanisms. The chapter demonstrates how this communication stack, designed for portability, maps
onto UART/CAN/BLE/USB/TCP interfaces and orchestrates interoperability with the testing application.

Chapter Eight introduces the architecture of the BIOComProP platform, both on the ECU side
(BIOComProP_ECU) and on the PC-based testing and supervision side (BIOComProP_TS), under a common
workspace that launches hardware projects (schematic/PCB), firmware projects, IP documents (patent
applications), and software applications dedicated to prototypes. It describes graphical interfaces,
microcontroller configuration (e.g., ESP32 via configuration files), hardware abstraction through MCAL, and
watchdog integration for robustness. This stage also outlines loT/edge workflows (environment sensors,
BLE/TCP) to demonstrate the platform’s scalability beyond a single application domain.

Chapter Nine positions the platform within the V-model methodology and uses it as an “operational
skeleton” to unify the design, simulation, integration, and validation of an application. It presents hardware
design tools (Proteus VSM simulations, verification during the design phase of HW/Mechanical disciplines),
firmware flows (organization into periodic tasks, peripheral drivers, message processing), as well as automated
testing tools from BIOComProP_TS (loading the test plan, PASS/FAIL verdict, exporting results). In this
logic, each phase on the “left arm” of the V is reflected in a verification test on the “right arm,” which reduces
iterations, costs, and the risk of late hardware redesign, but above all increases coverage of communication
testing scenarios.

Chapter Ten demonstrates the use of the platform both in the innovation environment (validation of
prototypes related to patent applications) and in the automotive context. Two classes of applications are
presented: a hydroelectric turbine with retractable blades—in which data acquisition (voltages, currents,
frequency) is performed based on standardized request-response and cyclic packets, with graphical interfaces
dedicated to the operator—and a chair for working at a PC with an active principle for relaxing the spine—in
which the ECU controls multiple actuators, and the platform delivers both deterministic commands
(lift/lower/stop for lift, seat, armrests) and cyclic telemetry, plus safety thresholds and tolerances based on
current measurement through electronic shunts. For both, message response times, acquisition periodicity are
quantified, and the entire data path (PC — ECU — PC) is exemplified, including data export and report
generation, to show how communication quality becomes measurable and auditable.

Chapter Eleven recaps the conclusions, retains the original contributions, and opens future research
directions. The conclusions emphasize that a unified platform for communications practically combines
standards, methodology, and tools, increasing process resilience and shortening the path to successive
prototyping; contributions concern the 8-byte communication protocol, security mechanisms, portable
firmware architecture, testing tools, and the integrative workspace; future directions aim at extending toward
OTA updates, integrating Al algorithms for automated testing, strengthening loT/cloud capabilities, and
applying the platform in related fields (collaborative robots, industrial equipment, medical devices). Overall,
the thesis argues and experimentally shows that excellence in communication quality is not an epilogue of
development but a “Day One” design requirement that must be modeled, codified, tested, and consistently
governed.

Transversally, the selection and ordering of chapters reflect a deliberate intention to reconcile two
traditions that rarely “speak” the same language: the tradition of quality management (with its tools for process
stabilization and organizational learning) and the tradition of embedded systems engineering (with its
requirements for determinism, safety, and portability). The theoretical foundation (Chapters 1-3) provides
value criteria; bibliometric analysis (Chapter 4) shows where the topic stands in the global landscape; the
transition to design (Chapters 5-6) transforms criteria into requirements, objectives, and method; technical
contributions (Chapters 7—10) offer a functional ensemble tested on real prototypes; and conclusions (Chapter
11) generalize lessons, outline limits, and propose concrete steps for strengthening and scaling the solution.
Through this architecture, the thesis does not offer only a point solution but proposes a “grammar” of
communication quality—that is, a vocabulary of messages, roles, protocols, and verifications—that can be
reused, extended, and adapted.

Beyond specific contributions, the added value of the approach lies in the way the BIOComProP
platform and its associated methodology rethink current practices. The 8-byte communication messages and
positive/negative feedback mechanisms simplify interoperability and test instrumentation; clear separation of
concerns (MCAL, drivers, application) maximizes portability; the unified workspace reduces entropy in R&D
processes and increases repeatability; and integration from requirements to automated testing creates space for
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auditing communication quality as a process, not just as a result. In this logic, “communication quality” ceases
to be an emergent property and becomes an engineering construct, with parameters, limits, evidence, and
reports, ready to support both certification rigor and the innovative ambitions of a learning organization.

The chapter organization is designed to meet different needs: practitioners can directly access Chapters
7-10 to adopt the protocol, architecture, and tools; decision-makers will find their benchmarks in Chapters 1—
3 and 4; and methodological researchers can analyze Chapter 6 in detail to understand the research design and
the way the V-model is customized for ECU-PC communications. All these perspectives converge toward the
same conclusion: when approached integrative, quality management of communication processes becomes a
value multiplier for smart manufacturing, information security, and rapid transfer of innovation into functional
prototypes.

PART I. CURRENT STATE OF KNOWLEDGE IN THE FIELD OF QUALITY MANAGEMENT
OF COMMUNICATION PROCESSES IN THE AUTOMOTIVE INDUSTRY

1. CURRENT STATE OF KNOWLEDGE IN THE FIELD OF QUALITY MANAGEMENT IN THE
KNOWLEDGE-BASED ORGANIZATION IN THE AUTOMOTIVE INDUSTRY

1.1 Organization. Knowledge-based organization
1.1.1 Organization - concept and typology

Today, there is a wide variety of organizational systems, from simple family associations to complex
corporations or companies. The organization is the only form of representation for these entities, which are
named according to complexity:

- Family association;

- Firm;

- Enterprise;

- Company;

- Corporation;

- Concern.

Organizations are defined as social inventions that are created to achieve common goals through a
collective effort. (Nicolescu, Plumb, Pricop, Vasilescu, & Verboncu, 2003).

An organization is a group of people who work together in a specific form of organization to achieve
common goals and provide a product or service to a customer. (Oprean, Titu, & Bucur, Managementul global
al organizatiei bazata pe cunostinte, 2011).

1.1.2 Organization - the generalized model of the organization system
Any organization can be analyzed from a systemic perspective, which means that one can identify key
elements of the system: input elements, state elements, and output elements.

Inputs go through a transformation process that is specific to each organization, then becoming state
elements, which are regulated by specific mechanisms and laws to control the process. Typically, inputs
represent the added value included in the product, which can be both tangible and intangible.

1.1.3 The knowledge-based organization. The learning organization. The innovative organization

The theory of the knowledge-based organization is based on the resource-based theory and the
knowledge revolution. (Oprean, Titu, & Bucur, Managementul global al organizatiei bazatd pe cunostinte,
2011). The theory starts from the ideas that:

- organizational members acquire knowledge and store it if it is implicit knowledge;

- organizational members must specialize in acquiring and using certain knowledge due to cognitive

limitations and time constraints;
- usually, different types of knowledge are used to produce.



1.1.4 Specific characteristics of the knowledge-based organization

Analyses conducted by specialists, as well as the realities of organizations operating in leading industries
in the US, EU and Japan, reveal that the knowledge-based organization presents different characteristics from
the organization that prevails in the current period.

1.1.5 Knowledge-based organization with activity in the automotive industry

The knowledge-based organization in the automotive industry is a modern concept that involves the
management, use and dissemination of knowledge as a key resource for achieving a competitive advantage
over the market. In the automotive industry, this is vital due to rapid technological progress, globalization and
digitalization. Such an organization manages to effectively capitalize on the collective expertise of employees,
systems and technologies to create better products, optimized processes and innovative solutions.

A knowledge-based organization is an entity that uses its intellectual and information resources as an
essential means to promote innovation and development. In this framework, both tacit knowledge, which is
based on experience and practice and intuition, and explicit knowledge that is documented and codified,
become essential active components. In this context, cooperation between teams, optimization of information
flows and continuous improvement of processes and products are decisive (von Krogh, Ichijo, & Nonaka,
2000). Organizations in the automotive industry focus on generating, collecting, disseminating and using
knowledge to support strategic decisions.

Knowledge management in the automotive industry is based on the collection and use of data to
streamline operations and avoid a decrease in quality or productivity (Ichijo & Nonaka, 2007).

1.2 Knowledge-based management with applicability in the automotive industry

Knowledge management is the managerial process that involves the creation, acquisition, storage and
review, transfer, dissemination and communication, adaptation and application of knowledge, as well as its
integration within the organization (Bratianu, 2015).

Other authors believe that knowledge-based management (KBM) involves the dissemination of
knowledge and the optimal use of employee capital. This need arises in contexts where motivation,
involvement and knowledge sharing are naturally integrated into the daily activities of the organization and
manifest as practices inherent in the work environment (Titu & Oprean, Management of intangible assets in
the context of knowledge based economy, 2015).

1.2.1 Management concept

Management is the art and science of achieving goals with the help of other people. It involves a series
of actions and procedures that aim to improve the efficiency and effectiveness of an organization, while
maximizing the optimal use of available resources. (Koontz & O'Donnell, 1955).

Management is the decision-making function that aims to ensure the effectiveness of all activities in an
organization, in order to achieve maximum results through the optimal use of available resources. A leader
must use various resources, such as human and financial, in his work, to capitalize on his own knowledge and
skills, which he must administer taking into account the time factor. Management involves the efficient
coordination of all operational aspects to achieve organizational objectives (Oprean, Titu, & Bucur,
Managementul global al organizatiei bazata pe cunostinte, 2011).

1.2.2 Management functions. Applicability within the knowledge-based organization with an object of
activity in the automotive industry

Management functions are essential for the success of a knowledge-based automotive organization.
These functions include strategic planning, which helps to establish long-term goals and identify the steps
needed to achieve them. Organizing interdisciplinary teams allows for collaboration between specialists from
various fields, thus maximizing innovation. Effective coordination between departments ensures fluid
communication, minimizing delays. Innovative leadership stimulates employee creativity and adaptability, and
strict process control guarantees quality and efficiency. All these elements are fundamental to remaining
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competitive in an extremely dynamic and technologically advanced market, ensuring efficient resource
management and an optimal workflow between research, development and production.

1.2.3 Factors that can influence or drive knowledge-based management
Implementing a knowledge management (KM) system is essential in organizations, and various factors
can stimulate and influence the adoption of this managerial approach.

Adopting effective knowledge management strategies can lead to significant competitive advantages.
These strategies allow organizations to leverage their accumulated knowledge, which helps them achieve better
results and improve overall performance.

1.2.4 A correlation between knowledge-based management and global management - the organization
of the future with an object of activity in the automotive industry

The link between knowledge-based management (KBM) and global management in the automotive
sector is increasingly critical as the industry evolves in response to technological advances and global market
dynamics. Knowledge-based management serves as a strategic framework that enables organizations to
leverage their intellectual assets to enhance innovation, efficiency, and competitiveness in a global context.
This review explores how KBM can be effectively integrated into global automotive management practices,
focusing on recent developments and challenges.

First, the automotive industry is undergoing a significant transformation driven by the adoption of
Industry 4.0 technologies. These technologies require a robust knowledge management system that facilitates
the collection, processing, and dissemination of information across global supply chains. For example,
Stawiarska et al. highlight the importance of standardizing competency requirements and job titles within
automotive organizations to foster effective collaboration among international partners (Stawiarska, Szwajca,
Matusek, & Wolniak, 2021). This standardization is important for improving the maturity level of KBM
practices, which can lead to improved operational efficiency and innovation capabilities.

1.3 Knowledge-based economy in the context of doctoral research topic

The notion of a knowledge-based economy describes a theoretical and applied model in which economic
development is primarily driven by the use, creation, management and dissemination of information. This type
of economy is based on the changes brought about by the digital age and globalization, highlighting the
importance of innovation, education, technology and human resources. The knowledge-based economy (KBE)
refers to an economy in which knowledge is the main resource for economic growth and value creation. Over
time, traditional resources, such as natural resources or physical labor, have begun to be replaced by
knowledge. In these circumstances, knowledge and information become essential to maintain economic
competitiveness.

1.3.1 The concept of knowledge-based economy
According to David and Foray, KBE is distinguished by incorporating knowledge into economic and
social processes, generating value through innovation and efficiency. The Organization for Economic Co-
operation and Development describes KBE as an economy in which the creation, dissemination and use of
knowledge play a key role in increasing productivity and economic competitiveness (David & Foray, 2001).
Kofi Annan gives another meaning to knowledge: "Knowledge is power. Information is liberation.
Education is the premise of progress in every society, in every family".

The knowledge-based economy is characterized by the intensive use and growth of knowledge to foster
innovation and competition. Education, technology, and human resources are fundamental to this economic
system, and future success will be determined by the ability of countries and organizations to harness
knowledge and stimulate innovation.

1.3.2 Principles of knowledge-based economics applied and commented on in the context of the
doctoral research topic

The recognized expert in the field, Jerry Useem, has developed a series of rules regarding the
knowledge-based economy.
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Each of these statements reflects how the automotive industry and its integrated communication and
guality management systems are evolving in a global and digitalized context.

1.3.3 Peculiarities of the knowledge-based economy from the perspective of the doctoral research topic

A SIMC for communication processes in the automotive industry must include the following
components to be effective in the knowledge-based economy: advanced digital platforms that facilitate real-
time information analysis, using big data and artificial intelligence, digital collaboration ecosystems designed
to connect stakeholders for an optimal flow of information, secure communication infrastructures capable of
processing significant amounts of information instantly and protecting confidential data through advanced IT
security methods, and tools for simulation and digital testing that allow for the rapid detection of quality issues
in the development phase, before critical production processes, and to improve production processes.

1.4 The current state of knowledge regarding knowledge management in the context of the doctoral
research topic
1.4.1 Knowledge. Characteristics of knowledge

Al is increasingly recognized as a transformative force across sectors, profoundly influencing
characteristics of knowledge such as accessibility, adaptability, and scalability. In recent years, the evolution
of Al from conventional rule-based systems to advanced machine learning and deep learning methodologies
has greatly enhanced its ability to process and analyze vast data sets, thereby enriching the knowledge available
to organizations (Pana, Titu, Tertereanu, Moldoveanu, & Bogorin-Predescu, 2024). Also in the field of Al,
management, and knowledge management, Stan et al. analyze the significant current trends influencing the IT
project management industry starting with 2024. Their findings highlight the transformative impact of Al and
machine learning technologies, which are revolutionizing traditional project management practices by
incorporating predictive analytics that improve the decision-making capabilities of project managers and
teams. This integration of Al tools allows organizations to analyze vast data sets quickly and accurately, thus
facilitating more informed strategic choices in project planning and execution (Stan, Bogorin-Predescu, &
Titu, 2024).

1.4.2 Typology of knowledge

The current notion of knowledge has its roots in the historical and philosophical research of Gilbert
Ryle and Israel Scheffler. They divided knowledge into "procedural knowledge™ and "conceptual knowledge",
identifying two types of skills: "routine skills"

Tvpes of knowledge and "critical skills", i.e. intelligent performance.

_ vp 5 The concept was later developed by Lundvall
ocustinouiesge PO o and Johnson, who defined knowledge from an
; Knowledge Know-Who ) economic perspective, highlighting four main

Know-Wh) categories, illustrated in Figure 1.7 (Lundvall,
Practical Skills ™ . 2016)
Know-How .
‘ - Know-what or factual knowledge ... ;

- Know-who or relational knowledge ... ;

Fig. 1.7 Types of economically relevant knowledge - Know-how or practical skills ... ; _
(Personal contribution) - Know-why fundamental knowledge ... This

knowledge encompasses both relational

knowledge and practical skills.

1.4.3 The place and role of knowledge within the innovation process with applicability within the
doctoral research topic

Knowledge sharing is a fundamental component of innovation capacity in organizations. Effective
knowledge management, which includes the acquisition, sharing, and application of knowledge, has been
shown to significantly influence innovation outcomes and competitive advantage (Le & Lei, 2019) (Than,
Nguyen, Tran, & Le, 2019). In the automotive industry, where electronic components are integral to product
functionality, the ability to share knowledge across teams and departments can lead to improved creativity and
problem-solving capabilities, ultimately driving innovation (Ologbo, Nor, & Okyere-Kwakye, 2015). For
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example, Nguyen et al. highlight the importance of transformational leadership and knowledge management
in stimulating both radical and incremental innovations, suggesting that a collaborative culture enhances these
processes (Nguyen, Shen, & Le, 2022).

1.4.4 Knowledge necessary to be used within an organization operating in the automotive industry

The knowledge required by organizations in the automotive industry, especially regarding electronic
components, spans multiple domains, including mechatronics, quality assurance, knowledge management, and
software development. As the industry continues to evolve with the integration of advanced technologies, the
focus on acquiring and managing this knowledge will be critical to maintaining competitiveness and ensuring
the safety and reliability of automotive products.

1.4.5 Knowledge management and its connection to the doctoral research topic

As the automotive industry continues to evolve, the integration of digital technologies and innovative
practices will play a critical role in shaping the future of KM and SIMC. The adoption of edge computing and
the Internet of Things (10T) presents new opportunities for improving communication processes and improving
the quality of automotive components. Using these technologies, automotive organizations can collect real-
time data, monitor production processes, and facilitate knowledge sharing among stakeholders (Luciano &
Saldanha, 2023). This integration of digital tools into KM and SIMC frameworks can lead to significant
improvements in quality management practices and overall operational efficiency.

1.4.6 Knowledge transfer and connection to the doctoral research topic

Knowledge transfer is an important aspect of SIMC in the automotive industry, especially regarding
electronic components. The automotive sector is characterized by its complexity and the need for high quality
standards, which are essential to ensure safety, reliability, and customer satisfaction. Integrating knowledge
transfer mechanisms into SIMC can significantly improve the communication processes involved in the
production and management of automotive electronic components.

The application of Six Sigma methodologies in the automotive sector has been shown to significantly
improve quality rates. The DMAIC (Define, Measure, Analyze, Improve, Control) framework in Figure 1.8
provides a structured approach to problem solving that facilitates knowledge transfer between teams (De
Carvalho, Potra, & Vels, 2022). This systematic approach ensures that quality improvements are based on
data-driven information, which improves communication and collaboration between stakeholders.

IS N . .
{ Define W Measure Analyze W { Improve } ( Control w The relatlonShlp
L ) between knowledge
Defining theprobiem Measuring the Aravssofament o vement  New processcontro transfer and integrated
opportunty TeneRmem s R quality management
Fig. 1.8 DMAIC method (Personal processing) systems in the automotive

electronics industry is
complex and multifaceted. Effective communication processes are essential to ensure that quality management
practices are understood and implemented at all levels of the organization.

1.5 Quiality, quality management and the connection with the doctoral research topic
1.5.1 Quality. Quality management and correlation with the doctoral research topic

Quality management has a substantial impact on productivity in the automotive industry.
Mismanagement of quality assurance and production can lead to negative outcomes, requiring an integrated
approach that balances these two essential areas. The use of sophisticated tools and continuous improvement
processes, such as Kaizen and other lean management approaches, reinforces the idea that quality is a
continuous process that involves all levels of an organization.
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Product Life Cycle (PLC)

The automotive sector is managed by the major
automobile manufacturers (MAM): Volkswagen,
Ford, General Motors, Tesla, BYD and others. The
life cycle, in Figure 1.9, of the product developed and
produced by MAM, follows specific phases:

R - Quotation;
Final Concept approved Product Design approved - ContraCt reVI eW,
Production Process confirmed - product des|gn;

Production Part approved

-product design validation with prototypes;
-industrialization;

-product and process validation;

- production optimization.

Development Cycle Controlling and monitoring suppliers is a
Fig. 1.9 Product Life Cycle (re-adaptation after  priority for automotive manufacturers. Given the
(Bogorin-Predescu, Titu, & Titu, Product life substantial number of components, quality supplier
cycle in automotive, 2023)) engineers are appointed, responsible for verifying that
suppliers are meeting the milestones. They ensure
that suppliers deliver compliant prototypes, demonstrate the ability to produce quality parts, and have the
necessary resources and workstations. Quality supplier engineers perform pre-production audits, verifying
suppliers' ability to produce good parts at the required frequency. The production process is based on efficient
logistics, with "just in time" deliveries from an extensive network of suppliers, thus minimizing inventories.
Suppliers who deliver directly to production units are classified as Tier 1 suppliers, and those who supply parts
to them are Tier 2 suppliers, and so on. To move up this hierarchy, suppliers must demonstrate supply capacity
and, above all, quality (Goicoechea & Fenollera, 2012) (Titu, Covaci, & Bogorin-Predescu, The evolution of
product quality in the automotive sector: the interdependence between raw material quality, finished products,
and supplier performance, 2025).

1.5.2 The concept of total quality. Total quality management. Concordance with the doctoral research
topic
In the automotive sector, the application of Total Quality Management (TQM) principles helps
streamline communication procedures and facilitates the harmonized integration of processes into complex
guality management systems. TQM focuses on continuous improvement for all members of a business and its
suppliers, supporting a comprehensive approach to quality that promotes efficient and consistent
communication channels throughout the supply chain.

The deliberate adoption of total quality management practices in the supply chain context has a major
impact on organizational performance because it promotes a culture of quality throughout production and
supplier relationships. TQM promotes collaboration across supply chains, leading to better quality risk
management and overall performance (Pattanasiri & Chaiyakul, 2022). The shift from industrial robots to
collaborative robots has profound implications for MCTs in the automotive industry. By adopting collaborative
robots, automakers can increase flexibility, precision, and response time in their processes (Gusan, si altii,
2024).

1.5.3 ZERO defects concept: continuous improvement
The concepts of Zero Defects (ZD) and Continuous Improvement (CI) are important paradigms in
manufacturing and organizational quality management, aiming not only to reduce product defects but also to
achieve excellence in processes and

N Reduction of
Hb.d.U( ,nF' thi defective machines
organization s and equipment,

noeasnesele 2 services. The convergence of these ideas is
elated to handing T .I Dtmenci et expressed in a variety of approaches that
et produe of waste praduction e encourage systematic improvements in
Fig. 1.10 Organizations' motivation for adopting the different production contexts.
Zero-Defect concept (Bogorin-Predescu & Titu, Total
guality management in the knowledge-based Figure 1.10 shows why organizations

organization: Managerial strategies oriented towards should consider Zero Defect Manufacturing.
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This method supports the idea that constant quality improvements not only meet customer expectations,
but also optimize operational processes, thus generating significant cost savings (Dinis-Carvalho, 2021).

1.5.4 KAIZEN Concept and KAIZEN Management: Continuous Improvement

KAIZEN and KANBAN are critical approaches in the field of continuous improvement and lean
manufacturing, especially in the automotive industry. The integration of these approaches is critically
evaluated by modeling manufacturing processes that maximize efficiency and reduce waste. In "Contributions
to Manufacturing Process Modeling for Implementing KANBAN Methodology in the Automotive Industry"
(Titu & Bogorin-Predescu, 2023)
the authors emphasize the
importance of applying KANBAN
concepts to electronic control units
(ECUs) in the automotive sector.
The authors adopt an analytical
approach to understanding the

Supermarket Supermarket

Ao ot — Final poduct in house rnapoduci e Production flow, including
~lectroni components Foardossemed investigating the initial processing
Fig. 1.12 Balancing processing times in the production flow times at different stations. Figure
(Titu & Bogorin-Predescu, Contributions to the modeling of 1.12 shows the final step in the
manufacturing processes for the implementation of the kanban  process of balancing the processing
methodoloav in the automotive industrv. 2022) times in the production flow for the

application of the KANBAN method. This critical analysis helps to “balance the production line,” which is
necessary for the successful adoption of KANBAN systems, resulting in a smoother flow of materials and
shorter delivery times.

Furthermore, their subsequent study, "Modeling the Automated Testing Process of Electronic Control
Units in the Automotive Industry" (Bogorin-Predescu A. , Titu, Nitd, & Domnariu, 2022), extends this concept
by describing a parallel testing algorithm designed to reduce processing time during the end-of-line testing
phase (EOL — End of Line).

Examining the interrelationships between multiple testing procedures in "Modeling the Interwoven
Parallel Testing Process in the Automotive Industry” (Titu & Bogorin-Predescu, 2023), the authors show how
significantly the processing time at the EOL (End of Line) test station can be reduced by including these
procedures in a parallel test architecture. This fits naturally with the ideas of KANBAN, which seeks to
synchronize processes and reduce downtime, being a fundamental component of any successful KAIZEN
project.

1.5.5 The concept of an integrated quality management system in a knowledge-based organization in
the automotive industry
The integrated quality management system (IQMS) is a methodological structure that combines
standards and good management practices, designed to increase the quality of products and services, streamline
organizational processes and ensure a superior customer experience.
It integrates several standards:
- 1S0 9001:2015 Quality management systems — Requirements;
- 1S0 14001:2015 Environmental management systems — Requirements with guidance for use;
- 1SO 45001:2018 Occupational health and safety management systems — Requirements with
guidance for use;
- OHSAS 18001:2008 Occupational Health and Safety Assessment Series;
- 1SO 50001:2018 Energy management systems;
- SA 8000:2008 Social Accountability;
- 1SO 26000:2010 — Guidance on social responsibility;
- 1SO 37001:2025 — Anti-bribery management systems — Requirements with guidance for use;
- ISO/IEC 27001:2022 — Information security, cybersecurity and privacy protection — Information
security management systems — Requirements;
- 1S0 28000:2022 — Security and resilience — Security management systems — Requirements;
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- 1S0 31000:2018 — Risk management — Guidelines;
- 1S0 26262:2018 — Road vehicles — Functional safety;
- IATF 16949:2016 — Quality Management System for the Automotive Industry;

A key component of SIMC in the automotive industry is the integration of quality procedures throughout
the supply chain. Supply chain quality management emphasizes group efforts among all stakeholders in the
supply chain to increase product quality and customer satisfaction, first reported by Kawalla et al. (Kawalla,
Hock, & Ligarski, Supply Chain Quality Management of Magnesium Components: Concept, Examples and
Recommendations, 2018), and further developed by Gruszka and Misztal (Gruszka & Misztal, The new IATF
16949:2016 standard in the automotive supply chain, 2017).

Integrating quality processes facilitates a holistic perspective on service delivery, allowing organizations
to identify areas more effectively for improvement. This perspective aligns with contemporary theories of
service quality management, advocating for an inclusive approach that addresses both operational and strategic
aspects of service delivery (Deac-Suteu, Titu, & Bogorin-Predescu, 2023) (Titu, Deac Suteu, Dragomir, &
Bogorin-Predescu, 2026).

1.6 Conclusions

Organizations are social entities created to achieve common goals. They can be classified by purpose
(profit, non-profit, governmental), structure (hierarchical, flat, matrix), industry (manufacturing, services,
hybrid), ownership (public, private, cooperative), and size (small, large). Knowledge-based organizations are
distinguished by their ability to leverage knowledge to create value and gain competitive advantage.

The knowledge-based organization is based on the resource theory and the knowledge revolution,
having two categories of knowledge: implicit (difficult to formalize) and explicit (documented and shareable).
The outsourcing process transforms implicit knowledge into explicit and vice versa, facilitating innovation and
continuous improvement. The balance between this knowledge is fundamental for the adaptability and
innovation of the organization.

Knowledge-based management in the automotive industry involves planning, organizing, coordinating,
leading, and controlling resources to achieve optimal performance. It is essential for the success of
organizations in the automotive industry, where the complexity of operations and the constant need for
innovation are critical.

The knowledge-based economy is a concept in which economic development is stimulated by the use,
creation, management, and dissemination of information. Human resources, information and communication
technology, and innovation are essential elements in the knowledge-based economy. The knowledge-based
economy is distinguished by the intensive use of knowledge to stimulate innovation and competition.

The characteristics of knowledge include adaptability to technological advances, collaborative nature,
and alignment with standardized practices. Knowledge is essential for effective decision-making and quality
assurance in the production process.

Quality represents the totality of characteristics of a product or service that satisfy specified
requirements. Quality perspectives include standards, customer orientation and conformity. Quality is essential
for the success of organizations in the automotive industry, where market requirements are rigorous.

Kaizen represents continuous improvement through the participation of all employees. Kaizen methods
include the PDCA cycle, the suggestion system, the Just-in-Time method and the 5S method. Kaizen promotes
a culture of continuous improvement and the active involvement of employees in the innovation process.

The Integrated Quality Management System integrates multiple management standards and practices to
ensure product and service quality, process efficiency, and customer satisfaction. SIMC combines management
philosophies and technologies, using an integrated framework that includes total quality management, lean
manufacturing concepts, and advanced knowledge management approaches.
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2. CURRENT STATE OF KNOWLEDGE REGARDING THE LINK BETWEEN INTELLECTUAL
PROPERTY MANAGEMENT AND THE IMPLEMENTATION OF A QUALITY
MANAGEMENT SYSTEM IN AN ORGANIZATION IN THE AUTOMOTIVE INDUSTRY

2.1 The Concept of Intellectual Property. Common Established Forms of Intellectual (Industrial)
Property
The concept of intellectual property is understood as the legal protection granted to the products of
human intellectual creativity that possess economic value. In academic literature, intellectual property is often
described as a general concept that brings together various rights generated by creative and innovative
activities (Hwang, 2023) (Kumar R. , 2020) (Titu, Inventicd, inovare organizationala si transfer tehnologic,
Curs universitar, 2021).

Briefly, Figure 2.1 presents a classification of
intellectual property, encompassing all legal
protections afforded to the products of the human
brain, including economic innovations of industrial
property and cultural expressions under copyright.

Intellectual property

Copyright
e Writings e Photos
*  Music * Architecture
e Sculptures e Shows
* Audiovisual * Shows
e Paintings and drawings

e Audio recordings

Industrial Property
® Inventions

e Trademarks

® Industrial designs
* Geographical indications

2.2 Intellectual Property Management applied
Fig. 2.1 Intellectual Property Classification and commented within an organization in the
(Personal contribution) automotive industry

Intellectual ~ property  management in

automotive organizations has emerged as a strategic imperative for sustaining competitive advantage and

fostering innovation. In today's highly competitive and technology-driven landscape, robust intellectual

property management not only protects proprietary technologies and designs, but also serves as a strategic tool

in open innovation processes that integrate cross-functional expertise across the organization (Bican, Guderian,
& Ringbeck, 2017) (Papagalska, 2024).

Technological advances can streamline production processes and improve the user experience in audio
technology. Thus, it demonstrates how innovation is not limited to the automotive industry or healthcare, but
extends into fields such as audio technology, highlighting the interdisciplinary nature of modern advances
(Titu, Balc, Bogorin-Predescu, & Balc, 2024). The authors of the study “Autonomous Mobile Platform with
UV Disinfection System, a Modular and Affordable Solution for Virus Elimination” highlight a broader
problem in innovation: while new technologies can offer innovative solutions, they need to be rigorously tested
and optimized to ensure they effectively fulfill their intended purpose (Titu, si altii, 2024).

2.3 Efficiency and effectiveness in the management of production processes in the automotive industry
Managing production processes in the automotive industry requires a balanced approach to both
efficiency and effectiveness. These two dimensions, although interrelated, focus on various aspects of
operational performance. Efficiency is about minimizing resource use, waste, and time while maximizing
throughput, while effectiveness focuses on achieving desired goals and quality standards that meet customer
requirements and strategic objectives (Ammirato, Fattoruso, & Violi, 2022) (Soltanali, si altii, 2018).

The effectiveness of production processes is assessed according to the extent to which products meet
guality standards and meet customer expectations. This dimension goes beyond the simple optimization of
resources, representing the intrinsic capacity of a production system to ensure high product quality and to
dynamically adapt to market developments and requirements. In this context, Soltanali et al. (Soltanali, si altii,
2018) proposes a framework based on reliability, availability, and maintainability methodologies. Their
research shows that while technical efficiency can be achieved through automation and process optimization,
overall efficiency is improved by ensuring consistent product quality and maintaining system resilience. This
dual focus ensures that production processes are not only cost-effective, but also reliable and capable of
sustaining long-term competitive advantages.

2.3.1 Efficiency versus effectiveness
Efficiency and effectiveness, although distinct, must reinforce each other in modern production
management. Yu et al. (Yu, Zhang, & Ahmad, 2024) highlights the critical role of Industry 4.0 initiatives in
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aligning efficiency and effectiveness. By integrating loT devices and data analytics, automakers can monitor
production in real time, making it possible to adjust processes that are inefficient without compromising quality
standards. In addition, methods such as the integrated AHP-DEA (Analytic Hierarchy Process - Data
Envelopment Analysis) approach, as described by Ammirato et al., (Ammirato, Fattoruso, & Violi, 2022)
provides a systematic assessment of manufacturing processes by quantifying both efficiency (e.g., waste and
cost reduction) and effectiveness (e.g., customer satisfaction and quality compliance). This comprehensive
approach highlights the need to address both parameters simultaneously in the automotive sector, where rapid
innovation and rigorous standards are paramount.

In the automotive industry, efficiency and effectiveness are essential to maintain competitiveness and
ensure high-quality products. Efficiency focuses on the optimal use of resources, while effectiveness refers to
the achievement of set goals. To improve these aspects, organizations must continuously analyze and optimize
production processes.

An extremely useful tool for analyzing and improving production processes is the SIPOC model

: (Supplier, Input, Process, Output, Customer).

Manufacturing processes in the

i automotive field ; This model, shown in Figure 2.3, provides a
structured method for visualizing and
. e : i understanding all elements of a process, from

s | ) o C suppliers to customers. Using SIPOC helps
organizations identify  weaknesses and

implement measures to increase both
efficiency and effectiveness.

Fig. 2.3 SIPOC model in automotive industry
(Bogorin-Predescu & Titu, A specific approach about
the process management in the automotive industry,

2025) The SIPOC model is not a tool that directly
measures or improves efficiency and effectiveness, but is the foundational map that allows management and
teams in automotive production to clearly understand the process and its context (who it serves, what resources
it consumes), align the process with customer needs (effectiveness), and identify key areas where specific tools
and methods can be subsequently applied to optimize resource use and eliminate waste (efficiency).

2.3.2 Production versus manufacturing

Despite their close relationship, the terms production and manufacturing refer to various parts of the
process of transforming raw materials into
final goods. All the strategic, planning, and
operational tasks required to get a finished
product to market (from design and sourcing to
distribution and quality control) are included in
the broad term "production™ (Sudibyo, Farida,
& Kurdhi, 2024). On the other hand,
manufacturing refers specifically to the
technical and physical procedures that are used
to transform inputs into outputs using a variety
of technologies and processes, from

Management processes

i i conventional assembly lines to rapid and

Fig. 2.4 Three perspectives of manufacturing ECUs in  additive manufacturing methods (Ruffo, Tuck,

automotive (Bogorin-Predescu & Titu, A specific & Hague, 2006) (Ingarao, Priarone, Di
approach about the process management in the Lorenzo, & Settineri, 2020).

automotive industry, 2025) )
The authors of (Bogorin-Predescu & Titu, A

specific approach about the process management in the automotive industry, 2025) believe that the SIPOC
diagram can be extended to map the manufacturing processes within an automotive organization. Figure 2.4
shows a detailed process map for the manufacture of electronic control units. This map integrates the central
production steps (such as placing electronic components, soldering them, testing, installing software, and
packaging the finished product) with management processes (Industrial Engineering and Manufacturing
Execution System, MES) and core processes (Logistics and Quality Assurance).
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2.3.3 Policies and strategies of Industrial Property and Quality Management in an organization in the
automotive industry

An effective industrial property policy in the automotive industry organization requires protecting
technological innovations through proactive patent applications, thorough portfolio management and strategic
licensing agreements. Data from the European Patent Office indicate that the transport sector is among the
most important technical areas in Europe (Cioca, Ivascu, Turi, Artene, & Gaman, 2019), emphasizing the

importance  of protecting automotive inventions
worldwide.

RTX CORPORATION

AIRBUS

Titu et al. (Titu, Balc, Balc, & Oprean, 2024)
demonstrates that incorporating sophisticated mechatronic
systems into organizational management improves
operational efficiency and safety, while improving

STELLANTIS N.V.

SIEMENS AG

CONTRENTAL A2 knowledge management.
zr mepnicrsnaren o - A report by the European Patent Office states that in
roserT soscH oot | 2024, a number of 10,026 patent applications were filed in
vaEo s the Transport section (EPO, 2025). The leading
0 5o 100 150 200 250 300 350 organizations producing electronic components in the
Fig. 2.6 Top 10 transport organizations for  transportation sector in the top 10 are presented in Figure
2024 (EPO, 2025) 2.6.

2.4 Quality standards applicable and possible to be implemented in an organization in the automotive
industry

Automotive organizations operate within a defined framework of rigorous operational, safety and
environmental regulations that require the establishment of strict quality standards. IATF 16949:2016 is a key
standard that combines the requirements of 1SO 9001 with quality management practices specific to the
automotive industry. The use of IATF 16949 and its predecessor ISO/TS 16949 has enabled automotive
organizations to methodically enhance production processes, increase customer satisfaction and ensure product
safety (Gruszka & Misztal, The new IATF 16949:2016 standard in the automotive supply chain, 2017) (Ostadi,
Aghdasi, & Kazemzadeh, 2010). This standard is reinforced by the widespread application of methodologies
such as Failure Mode and Effects Analysis (FMEA), which is an essential tool within quality management
systems. Through this method, risks can be systematically identified and mitigated throughout the product
development and production stages (Plinta, Golinska, & Dulina, 2021).

2.4.1 The place and role of the automotive industry organization in doctoral research

The automotive industry is in a state of continuous evolution, characterized by a high degree of
technological complexity and an increased level of requirements regarding the quality, safety and
interoperability of systems. In this context, automotive industry organizations have an essential role in
implementing and supporting an integrated quality management system for the information communication
process, especially regarding data exchange between electronic components of the vehicle, but also for their
development and testing.

2.4.2 The place and role of an integrated quality management system that can be implemented in an
organization in the automotive industry

The role of such a system is multiple: it contributes to standardizing processes, reducing operational
risks and increasing customer satisfaction, but also to facilitating compliance with legal requirements and
regulations in force. Its place in the managerial architecture of an organization in the automotive industry is
fundamental, having a direct impact on the overall performance, organizational culture and its ability to meet
the demands of a global and highly competitive supply chain.
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2.4.3 Quality standards that may be implemented in the context addressed

The most widespread and relevant standard in the field of quality is ISO 9001:2015, which provides the
requirements for a quality management system applicable to any type of organization. It emphasizes customer
orientation, management involvement, a process-based approach and continuous improvement. In the specific
context of the automotive industry, IATF 16949:2016 is an extension of 1SO 9001:2015, adapted to the strict
requirements of automotive manufacturers and their suppliers.

In addition to these quality-focused standards, other compatible standards can be included in an
integrated management system, such as:

- 1SO 14001:2015 for environmental management ... ;

- 1SO 45001:2018 for occupational health and safety ... ;

- 1SO 50001:2018 for energy management ... .

Other specialized standards can also be implemented that target critical aspects such as information
security and functional safety:

- 1 SO/IEC 27001:2022 — Information security management system (ISMS) ...;
- 1SO 26262:2018 — Functional safety of electrical and/or electronic systems in motor vehicles

2.5 Conclusions

Intellectual property is essential for the legal protection of the products of human intellectual creativity,
which possess economic value. It includes a wide range of rights arising from creative and innovative activities,
thus protecting the tangible expression of mental work. Industrial property, a subset of intellectual property,
protects commercial innovations and distinctive identifiers of products or services, such as patents, trademarks,
industrial designs and geographical indications. Copyright protects literary, artistic and musical works,
providing protection for the specific expression of ideas, rather than the ideas themselves. Copyright protection
is granted immediately upon creation, without the need for registration, unlike industrial property rights which
require formal registration.

Efficiency refers to minimizing the use of resources, waste and time, while effectiveness focuses on
achieving desired objectives and quality standards that meet customer requirements and strategic objectives.
Efficiency and effectiveness are interdependent and essential for operational performance. Automation
technologies significantly contribute to the efficiency of production processes, reducing human error and waste
of resources.

IATF 16949:2016 combines the requirements of 1SO 9001:2015 with quality management practices
specific to the automotive industry, methodically facilitating production processes, increasing customer
satisfaction and guaranteeing product safety.

Integrating intellectual property management with quality management systems is vital for
organizations in the automotive industry. This not only protects technological innovations, but also ensures
operational excellence, contributing to long-term sustainability and continuous improvement of organizational
performance.

3. STANDARDS IN THE FIELD OF QUALITY APPLICABLE AND POSSIBLE TO BE
IMPLEMENTED FROM THE PERSPECTIVE OF COMMUNICATION PROCESSES WITHIN
THE FRAMEWORK OF DOCTORAL RESEARCH THEME

Communication and telecommunications are interconnected fields that form the backbone of
information exchange in modern society. Communication encompasses the broader process of transmitting
messages and information through various media, while telecommunications refer specifically to the
technologies and systems that facilitate communication over distance. This distinction highlights the role of
technology in enabling the efficiency and effectiveness of communication, especially in a global context.

The importance of telecommunications infrastructure is underscored by its integral role in facilitating
economic growth and development. For example, studies have shown that advances in telecommunications
can increase per capita income and reduce unemployment in developing regions (Ayub, Rasheed, Ahmad, &
Bashir, 2021). The effectiveness of telecommunications networks is essential; their reliability directly
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influences the efficiency of communication processes, affecting both social and economic outcomes (Luo &
Kianfar, 2022). According to Tertereanu et al. on integrated information systems, communication processes
are essential for coordinating activities related to border control management, as they allow for the exchange
of information in real time, essential for decision-making and operational success (Tertereanu, si altii, 2024).
The authors emphasize that these information systems facilitate not only the dissemination of information, but
also its analysis, encouraging a collaborative approach between various entities involved in maintaining
security within the Schengen area.

3.1 Communications processes

Claude Shannon's theory of communication, also known as information theory, is a fundamental
mathematical framework that describes the process of transmitting information between a source and a
receiver, through a communication channel (Fig. 3.1). It was published in 1948 in his work entitled "A
Mathematical Theory of Communication” (Shannon & Weaver, 1949).

| Communication Channel

Inf ti
nrermation Transmitter :L » Receiver Destination
source | Signal .r)Recea'ved
Message signal Message
MNoise
Source

Fig. 3.1 Communication Theory (Shannon & Weaver, 1949)

When Shannon and Weaver's theory is adapted for practical uses, such as data transmission in
hydroelectric systems, its concepts become essential. In the case of hydroelectric installations, efficient
communication between equipment and control systems directly depends on the quality and functionality of
the channel through which data is transmitted (Titu & Bogorin-Predescu, Communication management for the
acquisition of data between the pc and a device called the hydroelectric turbine deployed linearly on the course
of flowing water, 2024). This use is a concrete example of the model proposed by Shannon and Weaver, where
the hydroelectric turbine acts as the transmitter, the computer that processes the information acts as the
receiver, and the communication channel is represented by the data flow provided by technological means.

The AUTOSAR architecture represents a significant advance in the automotive industry, particularly in
the areas of software architecture, portability, and interoperability. Its structure provides automotive
developers with standardized methods for creating software components that can seamlessly interact between
electronic control units (ECUs) from different manufacturers. This standardization responds to the increasing
complexity of automotive software, especially in advanced driver assistance systems (ADAS), which place
high demands on reliability, reusability and maintainability (Park & Choi, 2019) (Freund, 2008) (Sandmann
& Thompson, 2008). Study authors (Neamtu, Titu, Pop, & Bogorin-Predescu, 2024) highlights the impact of
ADAS systems in improving road safety through innovations such as collision avoidance systems, adaptive
cruise control, and lane keeping assistance.

One of the critical aspects of AUTOSAR is its layered architecture, which includes an application layer
where the software components reside, a runtime environment (RTE), and basic software modules (BSW) that
facilitate communication between components (Freund, 2008) (Lee, Park, Sunwoo, & Lee, 2013). This
modularization enables the development of ECU software that is not only adaptable but also compliant with
regulatory standards, such as 1ISO 26262 for functional safety (Santiago, Machado, Imbasciati, & Costa, 2024).
These components can operate independently, allowing greater flexibility in the design and integration of
software in the ECU.
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3.2 Communication process architectures

AUTOSAR - “Software Architecture”

Figure 3.6 shows the data flow, on the CAN
bus, between 2 electronic control units in a vehicle:
ECU 1 — engine computer and ECU 2 — on-board
computer. Mainly, in this exchange of information
o - S between the 2 control units, the communication
e | communiction Lt stacks between the 2 devices are involved.

The migration of AUTOSAR to hardware
optimization further facilitates the efficient
management of this mapping process. Caprita and
Selisteanu discuss the migration of AUTOSAR
communication protection libraries to a hardware-
centric approach, which improves the performance and reliability of signal transmission, while accurately
reflecting the integrity of the communications data transmitted through PDUs. This migration effectively
simplifies the process of creating and sending PDUSs, as it provides a robust framework for generating cyclic
redundancy checks (CRCs) and other checks necessary to ensure data integrity during transmission. (Caprita
& Selisteanu, 2022).

Fig. 3.6 Communication between 2 ECUs on the
CAN bus (Personal contribution)

There are 2 standards that are used for vehicle diagnostics:

- OBD (On-Board Diagnostics, ISO 15031-1:2010) refers to the self-diagnostic and reporting
capability of a vehicle. OBD systems provide the vehicle owner or the technician repairing the
vehicle in the service, access to the status of the various subsystems of the vehicle;

- UDS (ISO 14229-1:2020) specifies the independent data link requirements of automotive diagnostic
services in road vehicles. It was implemented by vehicle manufacturers to meet the need for richer
diagnostic data and functionality beyond the limitations of emissions-focused OBD protocols.

_F ) The research conducted by Titu and
T gros Dy Bogorin-Predescu  sheds  light on

ros won owic orr [ o |— ) methodologies ~ for  improving  the
. A DOUT | LSO Sl 03 i S04 e communication  process  between 2

e : @@  Microcontrollers presented in Figure 3.16,

won | ] S ooy x| e oy X —_ highlighting the Master-Slave paradigm
- S e Moster comoet inherent in  12C  communications.
According to the authors, an adequate
modeling of the communication process
can lead to a significant improvement in
performance in executing specific tasks
assigned to microcontrollers (Titu &
Bogorin-Predescu, 2023). Through analytical and empirical approaches, they explore how efficient data
management and reduced latency can lead to optimized task execution, which is essential in systems that
require real-time responses.

Fig. 3.16 Communication between a master
microcontroller and a slave (Titu & Bogorin-Predescu,
Modeling of the communication process between two
microcontrollers in order to optimize the execution of

3.3 Peculiarities of quality management of communication processes

According to Borsese et al., communication quality directly affects the performance of integrated
management systems, including those based on IT. Therefore, managing the quality of communication
processes requires rigorous attention to the technological infrastructure, but also to human behavior (Borsese,
McDowall, & Andrade, 2003).

By implementing a robust communication infrastructure and using standardized industrial protocols, the
authors in (Titu, Gusan, & Bogorin-Predescu, Enhancing collaborative robot communication with electrical
discharge machine through modbus TCP integration: a feasibility and application study, 2023) demonstrates
how higher levels of quality can be achieved in industrial communication processes, thus facilitating the
optimization and flexibility of production processes.
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3.4 Proposed and possibly implemented quality standards from the perspective of communications
processes

The most relevant international standard influencing the quality of communication processes is 1SO
9001:2015, “Quality management systems. Requirements.” Although it does not explicitly dictate “how” to
communicate, this standard emphasizes the importance of effective communication within a quality
management system.

AUTOSAR is a standardization initiative that defines an open software architecture for vehicle ECUs.
Its main goal is to ensure software interoperability and portability. Communication within AUTOSAR defines
strict rules for the communication layers in the vehicle:
- Bus communication...;
- End-to-End protection (E2E) ...;
- Service-Oriented communication (SOME/IP) ...;
Communication quality in the AUTOSAR architecture is guaranteed by standardization (use of common
interfaces and protocols), robustness (error tolerance and correction mechanisms), efficiency (optimal
bandwidth utilization) and predictability (essential for critical real-time applications).

The V-model not only guides system development but also imposes a culture of rigorous and
documented communication, essential to ensure quality, traceability and project success, especially in
industries with strict requirements such as the automotive industry.

CAN (Controller Area Network), standardized by ISO 11898, is the backbone of internal vehicle
communications.

LIN (Local Interconnect Network), standardized by ISO 17987, was developed as a low-cost and simple
solution for network communications. From a quality and communication process perspective, LIN is
optimized for applications where speed and complexity requirements are low.

FlexRay, standardized by ISO 17458, is a communication protocol designed for critical real-time
applications where predictability and safety are paramount, such as electronic brake-by-wire or electronic
steer-by-wire systems.

Ethernet Automotive, especially through the BroadR-Reach standard, is the answer to the need for
high-speed communications and massive data volumes in modern vehicles.

Automotive communication standards define the essential communication processes that ensure the
guality, safety, and reliability of vehicles. From the robustness of CAN to the simplicity of LIN, from the
predictability of FlexRay to the speed of Automotive Ethernet, each standard plays a vital role in the smooth
operation of modern automobiles, ensuring that every bit of information contributes significantly to ensuring
a safe and high-quality driving experience.

3.5 Conclusions

Communication and communication represent fundamental processes in any contemporary system, be
it social, technological or industrial. The semantic distinction between the two terms is relevant in the context
of the Romanian language, where "comunicarea" describes the process of exchanging information between
entities, and "comunicatia" designates the technical means by which this exchange is achieved. While the
English language uses the unifying term "communication”, in Romanian a clearer terminological delimitation
is necessary, especially in the fields of engineering and information technology.

In the field of automotive electronic systems, communication between the internal components of the
vehicle is managed by specialized software architectures. One of the most important is AUTOSAR, which
provides a standardized framework for the interaction between electronic control units. Its layered structure,
comprising software components, execution environments and basic modules, facilitates the scalable and
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portable development of automotive applications. By separating the application logic from the hardware
infrastructure, rapid adaptation to the specific requirements of each vehicle manufacturer or model is allowed.

In parallel, the diagnostic activities of electronic components are supported by dedicated standards. 1ISO
14229, known by the acronym UDS (Unified Diagnostic Services), provides a standardized structure for
identifying and fixing faults in vehicle systems. This client-server protocol is implemented in ECUs and allows
external testers to request information on the internal state of components, perform tests or download software
updates. The integration of UDS into the AUTOSAR architecture brings significant benefits in terms of
compatibility, reuse, and extension of diagnostic functionalities.

Currently, AUTOSAR is among the only standardized architectures that allows communication between
microcontrollers, occasionally integrating a computer for diagnosing the network or a specific ECU. In the
automotive industry, the use of microcontrollers is well regulated, as they are specially designed for this field.
Thus, they have superior internal resources compared to commercial ones: larger RAM and FLASH memory,
multicore architecture, and numerous input/output ports.

4. STUDY REGARDING THE CONDUCT OF A BIBLIOMETRIC ANALYSIS IN THE CONTEXT
OF THE DOCTORAL RESEARCH TOPIC

4.1 The place and role of bibliometric analysis in the context of research

Bibliometric analysis occupies a principal place in the architecture of modern research. It provides a
solid framework for measuring and understanding scientific production and supports decision-making at all
levels of the research system. Although its application requires discernment and adaptation, the continuous

development of analytical methods and access to increasingly complex databases guarantee an increasingly
significant role for bibliometrics in shaping the future of science.

4.2 Method used
The number of works exported from WQOS for bibliometric analysis is presented in table 4.1.

Tab. 4.1 Number of scientific papers subjected to bibliometric analysis

Keywords Number of scientific papers Period
”quality management” 28741 2010-2025
”communication protocol” 6858 2010-2025
“firmware platform” 917 2010-2025
“embedded system” 10196 2010-2025

4.3 The results obtained and their interpretation
4.3.1 Analysis of the keywords "'quality management"*

The keywords “quality management”, which appear more than 5 times in the main WOS database, were
included in the analysis. Of the 69728 keywords, 5707 reached the minimum threshold of 5 occurrences. The
keywords that appeared most frequently were “quality management” (with a total link strength of 22773),
“performance” (with a total link strength of 15966), “impact” (with a total link strength of 16874), “quality”
with a total link strength of 9186 and “total quality management” with a total link strength of 10727.

4.3.2 Analysis of the keywords "‘communication protocol**

The keywords “communication protocol”, which appear more than 5 times in the main WOS database,
were included in the analysis. Of the 17994 keywords, 1062 reached the minimum threshold of 5 occurrences.
The keywords that appeared most frequently were “communication protocol” (with a total link strength of
1215), “internet of things” (with a total link strength of 1368), “security” (with a total link strength of 1302),
“protocols” with a total link strength of 1572 and “internet” with a total link strength of 1153.
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4.3.3 Analysis of the keywords ""firmware platform™

The keywords “firmware platform” do not appear together in the WOS database, but they are associated
with other keywords. Of the 3260 keywords, only 106 reached the threshold of at least 5 occurrences. The
keywords that appeared most often were “internet of things” (with a total link strength of 140), “firmware”
(with a total link strength of 106), “iot” (total link strength of 79), “security” with a total link strength of 97,
and “internet” with a total link strength of 102.

4.3.4 Analysis of the keywords "‘embedded system**
The keywords “embedded system”, which appears more than 5 times in the main WOS database, were
included in the analysis. Of the 24815 keywords, 1430 reached the minimum threshold of 5 occurrences.

4.4 Conclusions

In conclusion, the bibliometric analysis highlights the need to intensify research in the field of
communication platforms for innovation, as well as in that of firmware dedicated to embedded systems. The
low frequency of occurrences of the term "firmware platform™ in the specialized literature suggests an
insufficiently explored field, but with considerable potential for future technological and scientific
developments.

5. FINAL CONCLUSIONS ON THE CURRENT STATE OF KNOWLEDGE IN THE DOCTORAL
RESEARCH TOPIC

Contemporary organizations, especially those in the automotive industry, are undergoing an
accelerated transformation process, driven by digitalization, globalization, and the increasing role of
knowledge as a strategic resource. In this context, the knowledge-based organization model becomes an
imperative, offering flexibility, adaptability, and the ability to capitalize on both explicit and implicit
knowledge. The automotive industry, characterized by technological complexity and competitive pressures,
constitutes an ideal framework for implementing this model, as success depends on the ability of organizations
to transform information into action and to integrate continuous learning processes.

Integrating knowledge management, quality, and intellectual property into an Integrated Quality
Management System (IQMS) is essential for ensuring compliance, traceability and innovation. International
standards such as ISO 9001, IATF 16949 and 1SO 26262 provide the methodological framework necessary for
the development of these systems, while Industry 4.0 technologies and software architectures such as
AUTOSAR support the interoperability and performance of organizations. In addition, intellectual property
management is no longer just a legal instrument but becomes a strategic asset that protects knowledge and
facilitates scaling and internationalization.

Patents, trademarks, and industrial designs contribute to creating a sustainable competitive advantage,
and their integration into organizational policies is vital. In a knowledge-based economy, the value of an
organization is no longer determined exclusively by physical assets, but by the ideas, processes, and knowledge
it holds. Thus, the systematic protection and valorization of knowledge become strategic priorities. At the same
time, communication processes, supported by standardized architectures and advanced protocols, ensure the
coherent functioning of electronic systems in vehicles and allow the integration of diagnostic and software
update services. These elements contribute to the creation of an innovative and resilient ecosystem, capable of
responding quickly to market changes and managing technological complexity.

In conclusion, the success of organizations in the automotive industry depends on their ability to
harmoniously integrate knowledge management, quality, communications, and intellectual property into a
unified strategy. Adopting a mature SIMC, supported by digital infrastructures and an organizational culture
oriented towards continuous learning, is the foundation of competitiveness. Organizations that manage to
transform knowledge into value, effectively manage complexity and respond agilely to change will define the
future of the automotive industry.
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PART Il. CONTRIBUTIONS ON IMPROVING THE QUALITY MANAGEMENT OF
COMMUNICATION PROCESSES IN THE FIELD OF INNOVATION WITH DIRECT
APPLICABILITY IN THE AUTOMOTIVE INDUSTRY

6. DIRECTIONS, MAIN OBJECTIVE, SPECIFIC OBJECTIVES AND RESEARCH
METHODOLOGY PROPOSED WITHIN THE FRAMEWORK OF DOCTORAL RESEARCH

6.1 The main objective of the research

The doctoral thesis entitled "Integrated quality management system for the information communication
process in the automotive industry” proposes scientific research based on an integrated quality management
system with reference to the information communication process within industrial organizations in the
automotive industry. The doctoral thesis solves the most common problems regarding the identification and
implementation of communication standards within communication processes and proposes original
contributions regarding the development, validation and integration of an information platform both in the
innovation environment and in the automotive industry.

Chapter 11 presents the original contributions arising from the formulation and further development of
the main research focus previously outlined.

6.2 Specific research objectives
The specific objectives of the doctoral research are:

- study of the current state of knowledge in the field of quality management in knowledge-based
organizations in the automotive industry;

- study of the correlation between knowledge-based management and global management in the context
of considering a scenario developed in an organization of the future with an object of activity in the
automotive industry;

- study on the understanding and application of knowledge management in terms of the research topic
addressed in the doctoral thesis;

- study of the current state of knowledge regarding the connection between individual property
management and the implementation of a quality management system in a knowledge-based
organization in the automotive industry;

- study on the identification of quality standards that may be used and subsequently implemented in
information communication processes;

- study on the achievement and formulation of pertinent conclusions obtained following a bibliometric
analysis directly related to the doctoral research topic;

- contributions regarding the identification and implementation of communication standards applicable
in communication processes directly related to the doctoral research topic;

- contributions regarding the design, validation of an IT platform useful for the proper conduct of
scientific research within the framework of doctoral training;

- contributions regarding the development at a detailed level in order to use the designed IT platform in
the innovation environment but also in an industrial organization based on automotive knowledge;

- definition and implementation of a communication protocol, request-response, interoperable on
common buses in the automotive industry, structured on 8-byte communication messages between a
supervisory computer and an embedded system equipped with a microcontroller;

- development of a security mechanism, which integrates password-based authentication processes,
"SEED-KEY" exchange and protection policies against "brute-force" attacks, aligned with the
principles of the Information Security Management System (ISMS), according to the ISO/IEC 27001
standard,;

- definition and implementation of a flexible and configurable firmware architecture for embedded
systems in order to speed up the development process of the functional prototype;

- implementation of a computer software application that has the role of testing, validating and
parameterizing the ECU in the testing and development phase of the prototype through the
communication protocol,

- definition and elaboration of internal communication processes within embedded systems and the
software application located on the computer for their command and control;

- development of an integrated system that manages all software tools used in research and development
activities for ECUs and functional prototypes;
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- V-Model approach for all phases of development of projects and prototypes within the integrated
platform;
- rapid development of functional prototypes of invention patents based on the IT platform;
- implementation of an embedded test system for testing electronic control units (ECUs), within the
automotive industry, in the firmware development phases;
All specific objectives of the doctoral research were achieved.

6.3 Research directions

Software reuse is not just a technical option, but a quality and cost management strategy. By
implementing modular libraries, project templates and a configurable workspace, not only is the development
of prototypes accelerated, but also full traceability between requirements, design and testing is ensured. In
addition, this approach facilitates portability between different hardware platforms, a critical aspect in multi-
vendor automotive ecosystems.

Thus, the research direction oriented towards platformization and reuse represents the foundation for
achieving a high level of technological maturity, reducing development costs and increasing competitiveness
in the field of embedded systems.

Within the research directions, two distinct areas have been identified: management and engineering.
The management area is focused on quality, processes and governance, and the engineering directions are
focused on embedded systems and software.

The management area directions are:

- End-to-end traceability "requirement-design-implementation-test” (alignment with the VV Model and
the double-checking principle at each integration level).

- Integration of the "Security by Design" principle into communication processes. ... ;

- Governance of knowledge and intellectual property. ...;

- Industrialization of testing.... ;

- SIPOC model adapted to describe the information and functional flow of an ECU, providing a clear
picture of the incoming elements, internal processes and generated results. ... .

The engineering area directions, especially of embedded systems and software are:

- Design of portable communication architectures between PC and ECU ... ;

- Platformization of embedded software development. ... ;

- Ensuring operational security at the ECU level. ... ;

- Integration of HIL (Hardware-in-the-Loop) test frameworks ... ;

6.4 Research methodology

The doctoral research methodology was built on an iterative and incremental process, based on the
principles of the scientific approach to design and on the methodological structure of the VV-model, to guarantee
complete traceability between the stages of requirements definition, design, implementation, and validation.
The main stages were the following:

- Establishing the general objective. The first step consisted in defining the general objective of the
research, namely the design of an integrated communication process quality management system,
capable of ensuring interoperability, security and portability in the development of prototypes
equipped with embedded systems;

- Using mind maps to structure the research. ... ;

- Analysis of the current state of the field.... :

- Bibliometric analysi ... ;

- Establishing needs and defining requirements. ... ;

- Designing and implementing the integrated platform and firmware architecture. The central stage of
the methodology aimed at developing the integrated platform, including the PC application and
firmware architecture for embedded systems. The implementation respected the principles of
modularity, reuse and security by design, integrating protocols for communication channels (UART,
CAN, USB, TCP, BLE) and authentication mechanisms;

- Application of the platform on functional prototypes. ... ;

- Expanding of the platform in the automotive industry to implement an embedded system for testing
ECUs during the firmware development phase for them. This allowed testing the communication stack
(ComsStack) and validating the protocols without connecting real sensors and actuators. By automating
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scenarios, injecting errors and monitoring traffic on the buses, the embedded test system reduced
testing time, increased coverage, and ensured incremental validation before integration on physical
prototypes.

The adopted methodology allowed for the coherent structuring of the entire scientific approach, from
defining the general objective and analyzing the current state of the field, to implementing and validating the
integrated platform. The use of mind maps, bibliometric analysis, and the correlation of requirements with
patent claims ensured the traceability and theoretical substantiation of the proposed solution. The design and
implementation stages were completed by incremental testing, including the integration of the embedded
system for automotive testing as an intermediate environment between simulation and validation of the
embedded software for ECUs. This approach led to the development of a configurable platform, oriented
towards reuse and portability, capable of meeting current automotive industry requirements and significantly
reducing prototyping time.

7. CONTRIBUTIONS ON THE [IDENTIFICATION AND IMPLEMENTATION OF
COMMUNICATIONS STANDARDS USABLE IN COMMUNICATIONS PROCESSES

7.1 The place and role of communications standards. The concept used and proposed

For an embedded system to be truly functional and autonomous, it must also include a communication
subsystem, which ensures the exchange of information with other devices or the external environment. This
can use standard protocols such as UART, SPI, 12C, CAN, Ethernet, or even wireless communication
(Bluetooth, Wi-Fi, etc.), depending on the application requirements.

At the protocol level, the communication between the computer and the ECU must follow a request-
response structure. Thus, the computer sends a request to the ECU, which, after processing, responds with the
appropriate information. The most suitable standard for this type of communication is UDS (1SO 14229:2022),
widely used in the automotive industry.

7.2 Contributions on a holistic approach to a research-specific technical system

A holistic approach is essential in the design and
analysis of an embedded system. The system should not be
viewed only as an assembly of electronic components
(hardware), but also as a unified whole that includes
firmware — that is, specialized software that runs inside the
microcontroller (MCU). Firmware controls the operation of
the system and determines its behavior under different
operating conditions.

S
[
L em—
% 2] O '* e The embedded system, consisting of an electronic control
——— modie | oo e unit (ECU), together with the set of sensors and actuators to
i ek which it is connected through inputs and outputs, can be
St > apervsrvc — effectively analyzed from the perspective of the SIPOC
Fig7.2 The eatorsip beveen e (SUPer L Froces Ouput, Customen) mocel
SIPOC model and the ECU (Personal guently 9 P gp

contribution) and is presented BIOComProP
in Figure 7.2. ) TIT T
Basic
From a holistic point of view, the ECU and the computer part ;”uptzzt

have been integrated into a computer platform called Communication
BIOComProP. The concept of BIOComProP is derived from the Protocol

Power
supply

ECU network /
supervisor PC

=

abbreviations shown in Figure 7.4. BIOComProP stands for “Basic Platform
Input and Output Communication Protocol Platform”. Fig. 7.4 Basic Input Output

- The firmware architecture "BIOComProP_ECU" for  pjatform (Personal contribution)
embedded systems (Embedded Systems), i.e. the
software running in microcontrollers;
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- The software on the Computer (computer) with Windows operating system, "BIOComProP_TS";
- The communication protocol that makes the informational connection between
"BIOComProP_ECU" and "BIOComProP_TS".

Effective communication is the basis for the functioning of any complex system, whether it is human
interaction or that between electronic and IT components.
In the modern digital world, understanding the processes of transmitting and receiving information is
essential. Figure 7.5 illustrates a fundamental
— o — v Bl e model of communication, inspired by the
O c T e Shannon-Weaver theory, and its concrete
application in the context of the computing
platform called BIOComProP, a relevant example

Direction of information propagation from transmitter to receiver

ion ing :
Tremcmitter —3 ng Communication Pro tocol | | information > Receiver

w . BioCamror - in the field of communications between a
ﬁ]_% PC Communicaton chame " Ecu AJ% computer (PC) and an electronic control unit
BIOCOMProP TS ex — T BI0ComProPECU (ECU).

Decoding
information

Fig. 7.5 Shannon-Weaver Communication Model 7.3 Contributions to the methods of utilization

applied to the BIOComProP Platform (PC-ECU) and implementation of communication
(Personal contribution) processes: The BIOComProP Platform

Hexadecimal representation was chosen for the BIOComProP communication protocol due to its higher
information density compared to text format (standard ASCII). Hexadecimal format allows for more compact
and efficient data encoding, thus facilitating the transmission of a larger volume of information in the same
space.

7.3.1 Communication protocol

At the ECU level, the “BIOComProP_ECU” firmware decodes and processes the received information.
Subsequently, the result is transmitted back to the PC. At this stage, the roles change: the ECU becomes the
transmitter, encodes the response message containing the result and transmits it to the PC via the same
communication channel. Upon reception, the PC decodes the message, extracts the result, and processes it or
displays it on the screen.

7.3.2 Internal communication processes of the BIOComProP platform located on the computer
(BIOComProP_TYS)

Figure 7.10 shows the internal communication processes between a technical computing system and an

ECU. On the left side of the image, the communication processes A100, A120, A140, E100, E120, E130, E160

and F180 are highlighted, which are implemented on the computer running the BIOComProP_TS test software.

On the right side, the internal communication processes of the ECU, from the BIOComProP_ECU firmware,
are represented, these being: C100, C120, C130, C140, C150, C160, C175, C180 and C190.

The main purpose of the BIOComProP_TS

software program is to test and validate the

Alc0 A120 €120, C130 c14

| e s o rs e et _ ‘
p—— ] O in[?;wg —— product or prototype equipped with an
""""""" e electronic control unit. The ECU has the
@L@\ PC __ ] Communaton e ECU E ,g% functign of analyzing and controlling_ _the
R _TXBIochmaP@Ecu behavior of the functional system — consisting
e < s | [ (e O e . OF mechanical and/or electronic components —
e ee o s BN ;wwm. . in various operating scenarios. Depending on
E160  E120, E130 carsfeiso «: the application requirements, the ECU can act
Fig. 7.10 Internal communication processes between ~ passively, limited to acquiring data from
a computing system and ECU (Personal sensors mounted on a prototype, or actively,
contribution) when it is necessary to perform complex

mechanical or electronic actions. In this case,
the ECU has the role of controlling, monitoring, and evaluating these actions, thus contributing to the “smart”
operation of the analyzed system.
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7.3.3 Internal communication processes of the BIOComProP platform located at the ECU

(BIOComProP_ECU)

After sending the request message from the computer, it goes through the B100 process, which
represents the transport of the message through the physical communication channel. This channel can be
wireless (Bluetooth, Wi-Fi) or through wired connections, such as USB, UART, CAN or other available
interfaces.

The firmware running on the ECU is built on the basis of the "bare-metal” architecture. This concept
involves the direct execution of the program in a main function, organized in the form of an infinite loop (super
loop), conducted by a while or for instruction, within which all associated processes and subprocesses are
executed.

7.4 Contributions regarding the implementation of quality standards directly related to information
security

To ensure the security of the ECU, it is necessary to implement a mechanism that restricts access to it
through any communication channel. Access from the computer to the ECU is achieved based on a password
authentication system.

For security reasons, the password is not transmitted directly through the communication channel, to
prevent the risk of interception by third parties who could have unauthorized access to the network. In this
context, a proprietary algorithm was developed to secure access to the ECU, integrated within the
BIOComProP communication protocol.

This authentication algorithm has a similar structure, up to a certain point, to the well-known "Seed &
Key" mechanism used in the automotive industry, providing an additional level of protection against
unauthorized access. The "Seed & Key" algorithm is a security mechanism used in the automotive industry to
protect access to critical functions of Electronic Control Units in a vehicle.

7.5 Conclusions

The block diagram of communication between PC and ECU, transposes the theoretical Shannon-Weaver
model into a practical context, in which the PC acts as a source of information, and the ECU as a receiver and
processor. The encoding and decoding of messages are performed by software, respectively firmware, ensuring
the interoperability and integrity of the transmitted data.

The BIOComProP communication protocol is structured on 8-byte messages, compatible with the
classic CAN standard, and includes validation mechanisms, positive and negative responses, as well as detailed
error codes. This protocol has been implemented both in the ECU firmware (BIOComProP_ECU) and in the
software application on the PC (BIOComProP_TS), ensuring coherent and secure communication.

By integrating the holistic approach, the SIPOC model, a robust communication protocol and advanced
security mechanisms, the proposed platform meets current performance, flexibility and data protection
B —— requirements, opening important perspectives for the
st o ® e o @D development of intelligent solutions in the field of embedded
e systems and digital communications.

8. CONTRIBUTIONS TO THE DESIGN OF THE
BIOCOMPROP COMPUTER PLATFORM

8.1 Communication processes of useful information for
the design of the BIOComProP IT platform.
Graphical Interface

In certain situations, applications developed on the

B1OComProP platform can integrate various methods of user

interaction, as shown in figure 8.1.

A relevant example is an loT (Internet of Things)
application designed to monitor air quality in an indoor space

Fig. 8.1 Multiple user in_terfaces (Bogorin-Predescu, Titu, Tertereanu, Balc, & Gusan, 2024).
(Personal contribution)
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This consists of an indoor weather station that measures temperature, humidity and, optionally,
atmospheric pressure, while also providing information on air quality. The ECU responsible for the hardware
(the electronic components that make up the physical system) supports WiFi connection to the internet for data
transfer.

8.2 Software and hardware architectures. Modules

The BIOComProP_ECU firmware platform is designed and implemented in a portable way, being
independent of the development environment and the type of microcontroller. This approach aims to
simplify the integration, configuration and use process, contributing to a significant reduction in the time
required to launch the final application to the user.

The fundamental structure of the BIOComProP_ECU firmware architecture is illustrated in figure 8.2.

The structure of the generic package remains the same from one project to another, regardless of the
type of microcontroller used, whether it comes from one vendor or another, or the compiler chosen, such
as that from Microchip or another organization. The purpose of the generic package is to provide
consistency and universal compatibility, being identical for any microcontroller and compiler.

High Level Applications Algorithm implementation Scheduling of tasks and Applications execution BIOComProP_ECU - Core Generic package
Dependent of: Independent of: Dependent of: Independent of: Dependent of: dependent of:
- project specifications -mMcu - compiler -McU - NONE - project specifications
- compiler - project specifications -mcu
- compiler

@ RTOS Ardu.cpp/ RTOS — Real Time Ope_ration System
Embedded €CS compiler (tasks scheduling)

BIOComProP_ECU - Portable

o Communication Core
I Wi (UART, 5LE, CAN, USE, TCP, Wifi) I

Data shared
(variables between modules)

SW_APP_N.c Data_shared.. IoIf

SW_APP_1.c
SW_APP 2.c

Applications (Input output
(different task execution) 1 | Interfaces to ToMcu)

Project dependent L Lib_Gas.c )
tib_THP.c 4 c
" y Lib_RTC.c le c
T f‘ air Ll'b:Param.c

Lib_EEPROM.c

Common_cnf.h

Configuration (Input output Interfaces to MCAL) loMcu_Ardu.qpp /| =

(Configuration of
BIOComProP_ECU)

Project dependent " MCAL 4 Mcu \_/endor and :E
v, (Microcontroller Abstraction Layer) compiler dependent -
e
Definition of resources and configuration used in project MCU specification BIOComProP_ECU - Specific pakage
Dependent of: Independent of: Dependent of:  Independent of: Dependent of:  Ind / :

- project specifications - MCcU -McU - BIOComProP_ECU - compiler -p
- compiler - compiler - McU

tions

© Adrian Bogorin
Fig. 8.2 Firmware Architecture of the "BIOComProP_ECU" Platform (Personal contribution)

One of the main advantages of the BIOComProP_ECU platform is the possibility of reusing the source
code, which has been implemented and used in previous projects. Each new project becomes an opportunity
to improve and expand the platform'’s functionalities.

Also, the fact that the platform is independent of the type of microcontroller used highlights the concept
of portability, significantly reducing the need for changes in the source code. This feature becomes essential
in situations where the microcontroller needs to be replaced, because it does not meet the project requirements.
Due to the portability of the BIOComProP_ECU platform, this change can be easily made, without major
efforts.
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The most important and valuable feature of the BIOComProP_ECU platform is represented by the
significant reduction in the time required for the development of software (Firmware) running on the

microcontroller, saving both financial resources and
integrated.
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time for future projects in which the platform is

Returning to the Weather Station demonstration
system for monitoring indoor air quality, the context
of which was illustrated in Figure 8.1, the hardware
architecture of the Electronic Control Unit (ECU)
running the BIOComProP_ECU firmware is
schematically detailed in Figure 8.4.

This implementation is fully part of the
Internet of Things (loT) paradigm, as it meets and
respects all the essential characteristics and defining
criteria of this emerging technological field.

8.3 Integrating the BIOComProP platform into
various programming environments

Considering the firmware architecture of the
BIOComProP_ECU platform, presented in figure
8.2, and taking the indoor weather station as an
example, the firmware architecture for this
application was adapted, as illustrated in figure 8.7.

The real-time operating system (RTOS)
manages the scheduling and execution of tasks at
regular, well-established time intervals. Table 8.2
shows the correlation between the tasks in the
RTOS and the functions implemented in the
application software modules, extracted from
Figure 8.7.

8.4 Software for testing and validating a useful
application within the BIOComProP platform

The test software associated with the
BIOComProP platform, used for transmitting and
receiving request-response messages to the ECU
running the BIOComProP_ECU firmware, is
called "BIOComProP_TS" (BIOComProP — Test
Software).

This software package has the role of testing
and verifying the hardware (electronic)
component, as well as evaluating and developing
the firmware integrated into the
BIOComProP_ECU platform, ensuring their
compliance  with  the specifications and
requirements of the implemented project.

Returning to the indoor weather station
application, Figure 8.21 shows the user interface,
where the operation of the BME280 ambient sensor
for measuring temperature, humidity and
atmospheric pressure is evaluated. The BME280
sensor is present in 3 different areas on the
graphical interface. The first area is marked by the



object “THP T” for temperature, the second area is “THP H” for humidity measurement, and the last is “THP
P” for atmospheric pressure.
The test steps for the BME280 sensor connected to the indoor weather station are as follows:

a. Inthe “1 TX” area, press the “RD T” button (“ReaD Temperature” - temperature reading). ... The
data obtained indicates that the temperature measurement function of the BME280 sensor is working
correctly;

b. 1Inthe “2 TX” area, the “RD H” button (Read Humidity) is pressed, ... The correct transmission and
interpretation of data demonstrates the proper functioning of the humidity measurement function of
the BME280 sensor;

c. When the “RD P” button (Read Pressure) is pressed in the “3 TX” area. ... The returned value is
coherent and correctly interpreted, which confirms the proper functioning of the atmospheric
pressure measurement module within the BME280 sensor.

8.5 Conclusions

The BIOComProP platform represents a significant contribution to the field of embedded systems,
offering a scalable, portable, and efficient solution for the development of embedded applications. By
integrating a modular architecture, the platform allows for source code reuse and rapid adaptation to various
hardware and software configurations, reducing development time and associated costs.

The BIOComProP_ECU firmware platform has been successfully integrated into popular development
environments such as Arduino IDE, Sloeber and PlatformlO, allowing users to opt for their preferred tools
without compromising the portability or functionality of the applications. In the case of the weather station
application, the adaptation of the firmware architecture for a concrete loT implementation was highlighted,
with the use of portable modules and task scheduling through "RTOS", demonstrating the versatility of the
solution.

The BIOComProP_TS software has been introduced as a central tool for testing and validating
applications developed on the platform. Developed in C#, with an intuitive graphical interface, this software
allows communication with the ECU through configurable protocols, offering extended functionalities, such
as import/export in XML format files, EEPROM memory visualization or real-time sensor testing. These
capabilities create a complete framework for evaluating the performance of embedded applications.

In conclusion, the BIOComProP platform provides a robust, flexible, and extensible framework for the
development of embedded applications. The modular architecture, the extensive support for microcontrollers
and the compatibility with multiple development environments, together with the software tools dedicated to
testing, allow the rapid and efficient development of reliable applications. The contributions highlighted in this
chapter reflect a consistent effort towards standardization, portability and optimization, with a direct impact
on the quality and speed of development of modern mechatronic products.

9. CONTRIBUTIONS ON THE IMPLEMENTATION OF THE V MODEL WITHIN THE
BIOCOMPROP PLATFORM

The V-Model is a structured methodology used in complex projects, which requires the definition of
detailed testing strategies for each stage. This ensures complete verification, from initial requirements and
functionalities to the final validation of the implementation. (Bogorin-Predescu, Titu, & Pana, Flow
management for software developers in the knowledge based organization from the automotive industry,
2024).

9.1 Defining the proposed project and the usefulness of the proposed contribution
The purpose of the BIOComProP IT platform, consisting of the BIOComProp_ECU, BIOComProp_TS
packages and the communication protocol, is to support the acceleration of the development and
implementation of a functional prototype. It covers the entire path — from the idea, based on the description
and claims of a Patent, to the final stage, in which the prototype confirms and validates the initial concept.
The BIOComProP platform has been integrated into numerous functional prototypes that implement the
following patents and patent applications:
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Patent No. RO127219-B1, ,,Hydroelectric turbine deployed linearly along the flowing water”
(Romania Patent No. 127219-B1, 2017);

Patent No. RO128224-B1, ,,Hydroelectric turbine with deformable blades” (Roméania Patent No.
128224-B1, 2018);

Patent No. RO129280-B1, ,,Chair for working at the PC, with active principle of relaxing the spine”
(Romaénia Patent No. 129280-B1, 2021);

Patent No RO131963-B1, ,,Hemispherical individual electric car with swivel seat” (Roméania Patent
No. 131963-B1, 2021);

Patent No RO129293-B1 2022, ,,Command and control system for an electric bicycle” (Romania
Patent No. 129293-B1, 2022);

Patent No RO130763-B1 2022, ,.Individual personal electric car” (Romania Patent No. 130763-
B1, 2022);

Patent No RO133869-B1 2022, ,,Personal anti-sedentary system” (Romania Patent No. 133869-B1,
2022);

Patent application No. RO137487-A0, ,,Ergonomic anti-sedentary set for home office” (Romania
Patent No. 137487-A0, 2023);

Patent application No. RO139012-A0, ,,Dyadic and triadic robotic structure in long-haul aircraft
seats to eliminate joint stress for passengers” (Romania Patent No. 139012-A0, 2025).

So, taking as an example the Patent of Invention
"Chair for working at a PC, with active principle of relaxing
the spine”, the development and implementation processes
of the prototype will be presented below.

The purpose of the invention is to reduce the negative
and stressful health effects caused by continuous and
prolonged compression of the spine during computer work,
as well as to reduce or even eliminate the damage already
accumulated because of long office work. The invention
relates to a chair, shown in Figure 9.1, designed specifically
for people who spend a lot of time working at a computer.

The chair according to the invention is designed as an
ergonomic assembly that integrates a computer with its
accessories and includes a subassembly for independent,
limited raising and lowering of the seat, a system with two
folding levers for supporting the trunk in a partially
suspended position, a control panel for operating and
changing work sequences, as well as an electronic module
based on a microcontroller, which ensures the automatic

/ handles
/movement
/

Fig. 9.1 Sketch of the prototype for Bl
""Chair for working at the PC, with active

principle of relaxing the spine’ (Romania
Patent nn 120280-R1 2021)

Fig. 9.2 V-model adapted for mechatronic
systems (Personal processing)

and programmable execution of these sequences.

9.2 The process of developing and implementing the
proposed project

To create the functional prototype, the V model was
applied, established in the automotive industry, but adapted
to the specifics of mechatronic systems, as shown in figure
9.2.

W. Edwards Deming stated that ,, Inspection does
not improve quality, nor does it guarantee quality.
Inspection comes too late. Quality, good or bad, already
exists in the product. Quality cannot be inspected in a
product or service; it must be built into it”. This idea, along
with the statements above, do not contradict each other, but
complement each other. Quality must be integrated from
the product development phase, within the V-model.

However, inspection remains necessary to confirm that the product meets the established specifications.
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In case of non-compliance with these requirements, additional costs can accumulate during the
manufacturing processes, and, at the customer, they can become exponential for the supplying organization.

The phases presented in figure 9.2 and applied to the project "PC work chair, with active spinal

relaxation principle" are:

Al) Project definition. ... :

A2) Establishing requirements at the discipline level defines the specifications for each area involved
in the design of the product/prototype. ... ;

A3) Establishing the architecture at the level of Mechanics, Hardware, Software and Firmware is a
stage in which the design architecture is established or in broad terms the block diagrams, block
schemes are designed at the concept level but not the detailed implementation of each. ... ;

A4) Design and then simulation at the component level for each discipline. In this phase, the detailed
design of each component in the mechanical, hardware, firmware, and software assembly (if
applicable) is conducted. ... ;

B5) Physical implementation of the hardware, which includes the creation of the printed circuit board
(PCB), as well as the equipping and soldering of the electronic components; implementation of the
firmware program for the project-specific "SW_APP_x" application modules; and, optionally, the
development of the software application dedicated to the project, where necessary;

C6) Prototyping and testing of each discipline individually is the stage in which the mechanical,
electronic and firmware components are verified separately, using the BIOComProP_TS software.

C7) Testing via the BIOComProP platform is performed using the BIOComProP_ECU firmware and
the BIOComProP_TS test software. ... ;

C8) Integration testing at the level of all disciplines consists of combining the mechanical, hardware,
firmware and software components (if applicable), followed by testing the entire system (prototype)
as a complete assembly. This stage is carried out concurrently with phase 9;

C9) Testing via the BIOComProP platform, similar to phase 7, is performed using the
BIOComProP_ECU firmware and the software dedicated to the respective prototype;

C10) Validation of the entire system through functional testing.

9.3 Existing possibilities in the use of software packages, simulation and testing

In the fourth phase of the V model,
"Design and then simulation at the component
level for each discipline", the detailed design of
each component in the mechanical assembly,
hardware, firmware, and software (if applicable)
is carried out.

For the electronic part (hardware), the
Proteus Design Suite integrated environment
from Labcenter Electronics was used. Proteus is
a computer-aided electronic design software

b = DD e 855 package, intended for engineers and technicians,
Fig. 9.8 Proteus - "Schematic Capture™ Package which allows the creation, simulation, and
and VSM (internal documentation from Bl design of complex electronic circuits.

R0O129280-B1; Personal contribution)

One of the components of the Proteus
integrated environment is shown in Figure 9.8.

The construction of the software running in the microcontroller was conducted using the C language
compiler from the CCS organization. This compiler, the "CCS C Compiler", developed by "Custom Computer
Services" (CCS), is a powerful and specialized environment for programming PI1C microcontrollers produced
by "Microchip Technology".

The software application "BIOComProP_TS", which runs on the computer, was developed in C#
(pronounced "si-sharp™).
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One of the great advantages of Windows
applications developed in C# is the ability to
directly access computer hardware, such as serial
ports (COMX). A serial port is a communication
interface that transmits data bit by bit, and the
RS-232 standard is most often used to connect
computers to external devices such as
microcontrollers.

By combining the visual interface of
Windows Forms with the serial communication
logic of C#, user-friendly applications can be
created that allow monitoring and control of a
microcontroller.

For the BIOComProP_TS application to
communicate with an ECU, the simplest way is
to use a physical serial port, via the RS-232
protocol. Thus, the application connects to an
available port on the computer (for example,
COMB3), and through this a physical connection
is established with the microcontroller, as shown

in figure 9.14.
Through the RS232 communication
channel, the BIOComProP_TS application

allows "remote testing” of the embedded ECU
system, which runs on the BIOComProP_ECU
firmware. Thus, the testing part corresponding to
phases 6 and 7 of the VV model can be performed.

Figure 9.15 shows the virtual serial ports
COM2 and COM4, created with VSPD. The
COM2 port is opened from BIOComProP_TS
and COM4 is opened from Proteus, the VSM
simulation package. In this way, the ECU's
response to hardware stimuli and diagnostic
messages from the BIOComProP_TS application
is tested only on the computer, through electronic
simulation.

9.4 Contributions to the development and
implementation of a logical scheme in the
proposed project

The phases of the V model, illustrated in
figure 9.2, can be viewed as a logical diagram for
the development of a functional prototype,
starting from a project or a Patent
Application/Patent and reaching its physical
realization.

The BIOComProP platform, through the
BIOComProP_TS application, supports the
completion of all these phases, presented in
figure 9.16 in the form of a process diagram.

Stages WO005, W100, W200, W300,
W400, W500 and W600, in figure 9.16,
correspond to the phases of the V model and
coincide with the workspace, i.e. the structure of



a complex project in BIOComProP_TS, which is configured and run directly from the platform's graphical
interface.

9.5 Contributions regarding the connection between the graphical interface and the communication,
simulation, and testing processes of the proposed project. Results obtained

The fourth phase of the V model, called "Design and then simulation at the discipline level", corresponds
to the W200 stage, in which the electronic scheme of the ECU responsible for managing the prototype
associated with the invention patent Bl RO129280-B1 of 2021 ("'Chair for working on a PC, with active spine
relaxation principle") is designed.

An essential aspect of the V-model and quality assurance processes is early design verification to
ensure that the implementation complies with the established requirements. The use of simulations through
CAD (Computer Assisted Design) techniques brings multiple advantages: it reduces development costs and
time, eliminates the need for intermediate prototypes and minimizes the risks to which end users could be
exposed in the event of improper operation.
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Fig. 9.19 Example of simulation of the ELEVATOR reliability and quality of the prototype.

actuator block - neutral position (Personal contribution) o .
The physical execution of the hardware

(ECU) and the mechanical component takes several days, and the activities can be carried out in parallel.
However, the system testing phase is longer, and the implementation and validation of the firmware in the
microcontroller is a separate process, with a high degree of complexity.

In the automotive industry, it is well known that the development of hardware and mechanics is usually
completed much faster than the software part of the ECU. The basic, critical functionalities are ensured from
the initial stages, but even in production, software non-conformities can occur. One of the main reasons is the
shortening of the development time at a global level (sometimes even halving it), while the workload for
implementation has remained at least at the same level, if not higher, given the increasing complexity of new
generations of vehicles.

Figure 9.28 shows the operational flow for reading the 24V supply voltage from the ECU, by the
BIOComProP_TS software with the following actions described in table 9.4.
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Figure 9.28 and table 9.4
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1o o74 similarly to the supply signal
"24V_BATT2_V", as presented in the
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Fig. 9.28 Operational and information flow for reading Furthermore, this type of testing

ADC channel 0 from ECU (Personal contribution) also indirectly verifies the electronic
components that make up the voltage

dividers, in column 3 of table 9.1, for adapting the signals for their application to the microcontroller. This
ensures the quality of these functional blocks that include the respective circuit elements.

Tab. 9.4 Actions taken for remote measurement of the 24-volt supply voltage

Action Description
a Select ADC channel 0 on which you want to measure the signal.

A request (TX) is sent to the ECU to measure the requested signal exactly as in table 2.3, columns
2and 3.
The ECU recognizes the request and performs a voltage measurement on the
"ADC 24V BATT1 2" signal. The measured value is 2.36083V.
The ECU sends the response containing the digital value 0x078E of the requested signal.
The ECU receives the message containing information for ADC channel 0.
The digital value 0x078E from the received message for the "ADC_24V_BATT1_2" signal is
transferred to the graphical interface.
The measured signal is scaled by the division ratio of resistors R73 and R74, which has a value of
0.1. To find the real value of the supply signal "24V_BATT2_V", the digital value of the signal
g "ADC_24V_BATT1 2" must be multiplied by the inverse of 0.1 and the final value will be
23.61V.

- ||| O

9.6 Conclusions

The implementation of the V model within the BIOComProP platform demonstrated the efficiency of a
rigorous, structured, and multidisciplinary approach in the development of functional mechatronic prototypes,
with direct applicability in the validation of invention patents.

The case study focused on the invention patent "Chair for working at a PC, with active principle of
spinal relaxation" highlighted how mechanical engineering, electronics and software (including firmware) can
be harmoniously integrated into a complex system, capable of meeting the ergonomic and medical
requirements of users.

An innovative aspect of the approach in the testing phase was the virtual communication between the
BIOComProP_TS application and the hardware part simulated in Proteus, achieved through the Eltima
"Virtual Serial Port Driver" (VSPD). This communication allowed the functional testing and verification of
the system in a virtual environment before the physical prototype was created. Thus, errors could be identified
and corrected at an early stage, saving time and resources. The use of VSPD demonstrated the effectiveness
of a virtual approach in validating complex systems, offering a high degree of flexibility and control.

The benefits of teletesting and telemetry in hardware verification during the prototyping phase of the V
model were evident throughout the project. These methods allowed for remote monitoring and control of the
system's functional parameters, facilitating an accurate and rapid assessment of performance. By integrating
these technologies, extensive and efficient testing was achieved, which contributed to the complete validation
of the prototype and the demonstration of compliance with quality requirements.

The BIOComProP platform is a valuable tool in the patent validation process, providing an integrated
environment for development, testing and demonstration of technical feasibility. By using this platform, one
can obtain:
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- Reducing development time through advanced simulations and virtual testing;

- Significant resource savings by avoiding intermediate prototypes and hardware errors;

- Increasing the quality of the final product by integrating testing from the design phase;

- Flexibility in adapting to new requirements, through the platform's modularity and the possibility of
rapid recalibration.

Virtual communication, teletesting, telemetry and rigorous verification principles have contributed to the
achievement of a complex, adaptable and high-quality system, opening new perspectives for technological
innovation and applied research.

This approach opens new perspectives for technological innovation, laying the foundations for quality,
safety, and performance-oriented engineering.

10. CONTRIBUTIONS TO THE DEVELOPMENT AND USE OF THE BIOCOMPROP COMPUTER
PLATFORM BOTH IN THE INNOVATION ENVIRONMENT AND IN THE AUTOMOTIVE
INDUSTRY

10.1 Presentation of the platform and its usefulness from the perspective of the doctoral research topic

The BIOComProP IT platform represents an essential contribution within the research theme "Integrated
guality management system for automotive information communication processes”, offering a scalable,
portable, and efficient solution for the development, testing and validation of embedded systems. This platform
is composed of three main components: the BIOComProP_ECU firmware, the BIOComProP_TS test software,
and a dedicated communication protocol, all integrated into a coherent framework that supports the entire life
cycle of a mechatronic product.

10.2 Graphical interface. Platform design and connection with Intellectual Property Protection theory

Nowadays, in a world dominated by technology, the graphical interface is no longer just an aesthetic
detail, but a key tool for testing, validating and even implementing and protecting innovation. The
BIOComProP platform, created for embedded applications in the automotive and mechatronics fields,
perfectly illustrates how software design, hardware architecture and intellectual property protection principles
come together.

The BIOComProP_TS graphical interface, made in C# with Visual Studio, is designed to provide the
user with an intuitive and efficient experience. Through the graphical interface and coded messages, embedded
systems can be evaluated and calibrated, data from EEPROM can be viewed in real time for ECU
parameterization, and sensors and actuators connected to the microcontroller can be checked and controlled.

BIOComProP_TS and BIOComProP_ECU are not simple software and hardware components, but
essential parts of an integrated ecosystem. They bring together technical innovation, ergonomics, and legal
protection, providing a solid framework for the development of modern, scientifically validated and legally
protected mechatronic products.

10.3 Design of the BIOComProP IT platform from a hardware and software perspective

The main role of this integrated platform is to facilitate the rapid prototyping process, with the objective
of early validation of concepts generated following the filing of a patent application or obtaining a patent. At
the same time, the platform supports the materialization of these concepts into a functional prototype, which
can include mechanical components, hardware, firmware, and software.

Figure 10.1 presents the overview, from several perspectives, of this platform, BIOComProP, dedicated
to the innovation environment.

The upper left part presents the SIPOC concept, which is a process management tool adapted for testing,
controlling, and supervising embedded systems through a communication channel.

The upper central part illustrates the “Concept of transmitting information in a request/response mode”
between a supervisor computer and an embedded system that acts as an ECU. The connecting element between
the two components is the communication protocol, which has the role of regulating the information
transmitted on the communication channel between the computer systems.
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BIOComProP_ECU — Electronic Control Unit
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The central element of Figure 10.1 is the BIOComProP platform “Basic Input Output Communication
Protocol Platform”. This representation is in accordance with the “Shannon and Weaver Communication
Theory” which specifies the direction and processes of information propagation from the transmitter to the
receiver. This theory is then applied to the communication processes between a computer (PC) and an
embedded system (ECU).

The “Firmware Architecture” for the MCU, called the BIOComProP ECU platform, the architecture
according to which the source code of the microcontroller is implemented, is in the upper right part of Figure
10.1. It is detached from the central element, the BIOComProP platform on its right side, in the ECU area.

The “Hardware”, the electronics, is also detached from the ECU area, and constitutes the material part
from which the ECU is built.

Also from the ECU area, the Firmware part is detached. This is in fact the source code that is
implemented according to the BIOComProP_ECU architecture and will run in the MCU microcontroller in
the hardware that forms the ECU. From figure 10.1, the connection between the image representing the
firmware part and the image with the electronic circuit diagram representing the hardware part, located in the

— Communication mesages lower right area of the figure, can be
&8 BIOComProP - Test Software Seen.
e P —— The software application
bl sovehs worspece (220000 a0-00 0020 ] e dedicated to the prototype is in the
- * lower left part of Figure 10.1. It is in the
© [ETEEN PC area of the central image of the
BIOComProP platform. This
s  application is specifically built for the
o [ ot | 8 | 106 | s picarsae e O oo o oo functional prototype and incorporates
S T e P — its functionalities for remote control and
C— | ek telemetry data collection.
: = - \ = The graphical interface in figure
Parameters of the selected Communication 10.2 is divided into four distinct areas
VAR S, —— marked by different colors.:
Fig. 10.2 BIOComProP_TS - Basic graphical interface 1) Communication channel
(Personal contribution) selection area. Here you choose the

communication channel on which
communication with the ECU will take place. ... ;
2) Communication traffic area. All communication messages that take place on the previously selected
communication channel to and from the ECU are recorded here. ... ;
3) Area of parameters specific to each communication channel;
4) The project area is the most intensively used and is populated with "control objects” of the
microcontroller in the ECU.... .

The "Workspace" working mode within the BIOComProP_TS integrated system has the role of keeping
all the software "tools" together, to accelerate the process of developing and implementing prototypes.

10.4 Contributions to improving the quality management of the communications process for the first
chosen patent using the BIOComProP IT platform

10.4.1 Presentation of the patent chosen for analysis

"Hydroelectric turbine with deformable blades"” is a modern invention for capturing hydraulic energy.
The Invention Patent number RO128224-B1, entitled "Hydroelectric turbine with deformable blades",
proposes an ingenious solution to efficiently capture hydraulic energy, even in low-speed water currents.
Unlike traditional turbines with rigid blades, this turbine uses a system of flexible blades that can change their
shape, dynamically adapting to water flow conditions (Romania Patent No. 128224-B1, 2018). The invention
refers to a floating construction that can be easily transported and, being placed on a nearby stream, anchored
to the banks, produces electricity for the needs of a house, the construction being carried out at affordable costs
compared to those for windmills and solar panels currently used for individual households.
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Fig. 10.14 Constructive elements of the
prototype from patent RO128224-B1
(Roméania Patent No. 128224-B1, 2018)

In figure 10.14, the elements of BI RO128224-
B1 are identified. The proposed device consists of a
portable hydroelectric  turbine, equipped with
deformable blades, intended to harness the kinetic
energy of water currents for the generation of
electricity.

Given that the optimal operation of the system
requires additional measurements and experiments, the
aim is to identify and record the relevant parameters,
which will subsequently be converted into electrical
and digital signals, transmitted remotely. The need for
remote data transmission derives from the limitations

of the constructive structure, which is small and unable to support the weight of a human operator. Thus, direct
intervention would be conditional on entering the water or bringing the system to the shore, which would
generate periods of downtime and affect the continuity of the experiment.

B1000 .. D1000 — Communication processes located at the Turbine
© Adrian Bogerin

Hydroelectrie turbine - Mechanies

C1400 €1200, C1300

Fig. 10.18 Communication processes
conducted during data acquisition (Personal
contribution)

waters" (Romania Brevet nr. 127219-B1, 2017).

10.4.2 Contributions and results achieved

The communication between the computer and
MC2, as well as between MC2 and MC1, complies
with the specifications of the BIOComProP
communication protocol. The data exchange between
the computer and MC2, then between MC2 and MC1
complies with the communication processes described
in figure 7.10. ...

Figure 10.18 is similar to the communication
processes described by the same authors of the Patent
“Hydroelectric turbine with deformable blades”
(Romania Brevet nr. 128224-B1, 2018), published in
(Titu &  Bogorin-Predescu,  Communication
management for the acquisition of data between the pc
and a device called the hydroelectric turbine deployed
linearly on the course of flowing water, 2024) for the
prototype of the Patent of Invention "Hydroelectric
turbine deployed linearly on the line of flowing

From the perspective of communication processes, the main difference between the two mentioned
patents lies in the size of the data packets circulated between MC1 and MC2: for the associated functional
prototype Bl RO127219-B1, they were structured on 5 bytes, while for Bl RO128224-B1 they are organized

Fig. 10.24 Functional tests on water (Bogorin-
Predescu, Titu, & Titu, Data acquisition
system for a hydroelectric turbine with
deformable blades, 2024)

on 8 bytes.

The data acquisition system for Bl RO127219-
B1, named "Hydroelectric turbine deployed linearly on
the stream of flowing water", was extensively detailed
by the same authors of the invention patent in
(Bogorin-Predescu A. , Titu, Titu, & Nabiatek, Data
acquisition system for a hydroelectric turbine located
linearly on the course of flowing water, 2025).

Figure 10.24 shows the functional prototype of
Bl RO128224-B1, "Hydroelectric turbine with
deformable blades”, during functional testing on the
“Sadului River”.
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The testing included the entire
acquisition system, from the turbine to the
computer, and as a consumption element, an
LED projector with a nominal power of 10W
was used.

The graphical interface of the software
application running on the computer is
illustrated in Figure 10.25.

The graphical interface is developed
based on the libraries and software modules
integrated into the BIOComProP_TS platform.

: The communication part, which includes the

. ULBS processes described in figures 7.12 and 7.13, is
ot e implemented within the BIOComProP_TS
) «=] graphical interface and integrated into the
software represented in figure 10.25, dedicated

Fig. 10.25 The software (Graphical Interface) to the functional prototype.

= 9.87,*"M
S 027 I

Tt — - _—
2040 RPM| 170 [Hz] T‘Q";P"’""l‘é’“
" Stream Speed‘

G ‘ 068 [mis]|

Humidity
38% %

chan

dedicated to the functional prototype implementing The information that is displayed on the
Bl RO128224-B1 (internal documentation graphical interface is divided into two groups:
RO128224-B1, (Bogorin-Predescu, Titu, & Titu, - Directly, based on measured values
Data acquisition system for a hydroelectric turbine  based on electrical parameters from the turbine
with deformable blades, 2024)) and the state of the MC1 system:
o The electrical output voltage from the
generator;

o Three-phase generator frequency;

o The electrical output current from the
generator, depending on the consumers
powered,;

o The temperature in MCL, in this case,
is9.1°C;

o The humidity in MC1, in this case, is
38%);

o Battery status, in this case the voltage

at the battery terminals in MCL1 is 3.89V.

- Indirect, based on measuring the
frequency from the generator:

o Generator shaft rotation speed, based
on the generator frequency;

e MRt o river flow speed.
Fig. 10.31 Patents RO127219-B1 and RO128224-B1, o
for hydroelectric turbines ( (Roméania Brevet nr. . E)_(pe_rlmgntal tests conducted on the
127219-B1, 2017) (Romania Brevet nr. 128224-B1, Sadului River” confirmed the viability of the
2018)) proposed solution, highlighting the turbine's

ability to generate electricity autonomously,
even in low flow conditions. Thus, the functional prototype contributes to the development of sustainable
technologies to produce green energy in isolated areas with limited access to conventional networks.
Figure 10.31 shows the Patents RO127219-B1 "Hydroelectric turbine deployed linearly on the line of
flowing water" granted in 2017 and RO128224-B1 "Hydroelectric turbine with deformable blades™ which was
granted in 2018 by the State Office for Inventions and Trademarks (OSIM).

10.5 Contributions to improving the quality management of the communications process for the second
chosen patent using the BIOComProP IT platform
10.5.1 Presentation of the second patent chosen for analysis
Invention "Chair for working at a PC, with active principle of relaxing the spine” with number
R0O129280-B1 (Roménia Patent No. 129280-B1, 2021) refers to a chair designed for people who spend long
periods of time working at a computer, designed to counteract the harmful effects of continuous compression
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of the spine. Compared to bureaucratic adjustable chairs on wheels, which maintain the spine in a pronounced
vertical position and generate permanent pressure on the intervertebral discs, and unlike existing ergonomic
chairs, which provide postural comfort but do not combat pre-existing decompressive effects, the new solution
allows for the controlled interruption of gravitational compression on the spine through short sequences of
elongation, placed voluntarily during use of the chair.

Figure 10.33 shows the functional
prototype in the workshop area (a) and in the
office area (b).

The system is provided for protection in
case of accidental falling asleep with an
electronic module that can detect lack of
movement and automatically stop the
elongation after a programmed interval. Micro-
climate for the foot area completes the physical
comfort experience.

Claims 1, 2, and 3 have been
implemented in the functional prototype shown
in Figure 10.33.

Fig. 10.33 The functional prototype al Bl RO129280-

10.5.2 Contributions and results achieved
B1 (Bl RO129280-B1)

Figure 10.34 shows the block diagram of
the components connected to the ECU, which
23 £ [ v I ] constitute the core of the functional prototype

I p ° c of BI RO129280-B1.

Compared to Figure 9.6, the new
diagram  highlights the electronic and
electromechanical  elements  from  the
perspective of the SIPOC methodology. Thus,
==z the structure of the electronic system associated
with the ECU can be described as follows:

- Suppliers: transmit information regarding the

Elevator Up/Down

3 x H-Bridge

Seated Up/Down

Up/Down Handles

************ environment to the ECU... ;
i< s o >I - Inputs: 24-bit precision ADC converter, used
as an instrumentation amplifier to take signals
from the strain gauge bridge;
- Processing: performed by the Microchip
PIC18F46K80 microcontroller, which
interprets the signals coming from the interfaces connected to the ECU, makes decisions and
generates commands to the output elements;
- Qutput ... ;
- Customer ... ;

Fig. 10.34 The components of the functional
prototype from the SIPOC perspective for ECU
(Personal contribution)

Each actuator is equipped with a current sensor that monitors the level of mechanical load during
operation. A safety measure has been implemented in the microcontroller firmware for the “Handle” actuator,
responsible for operating the levers intended for spinal relaxation. Since excessive lifting force could
compromise the therapeutic process, the system detects overcurrent consumption and automatically blocks the
action when the safety threshold is exceeded.

The operating algorithm of the input circuits corresponding to the six buttons was previously detailed in

Figures 9.19, 9.20 and 9.21, Tables 9.1 and 9.2, as well as in the specialized literature (Titu A. M., Bogorin-
Predescu A., Bogorin-Predescu O., & Titu S., 2023) developed by the authors of the same patent.
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The firmware installed on

RTOS — Real Time Operation System

implementation was done in the
MPLAB X (Microchip) integrated
development environment, using
the PICC (CCS) compiler. It

(Task scheduling) the MCU microcontroller,
T illustrated in figure 10.34 (and
RS ~ ‘ implicitly in figures 9.17 and 9.18),
is developed on the
> BIOComProP_ECU platform. Its
: architecture, related to the
§ associated functional prototype Bl
ronccull 53 RO129280-B1, is presented in

i B figure 10.36.
5% The firmware

5

e integrates four software

7T+ (Variables between modules) applications independent of the

Fig. 10.36 BIOComProP_ECU platform integrated into the microcontroller  type, but
prototype's Firmware architecture (Personal contribution) dependent on the specifics of the

project. For the functional
prototype Bl 129280/2021, the applications are as follows:
”FW_APP_Getlnputs”;
- "FW_APP_ACT”;
"FW_APP_Algo”;
"FW_APP_CommChair”.
In figure 10.36, the first three applications are arranged diagonally, while “FW_APP_CommChair”
occupies a distinct position, as it manages communication through messages generated by the internal events
of each software application.

In the case of the two prototypes of hydroelectric turbines, the classic request-response communication
mechanism was used, with the disadvantage of periodic data requests. In contrast, for the chair prototypes, an
innovative mechanism for cyclic information transmission was developed in the BIOComProP platform,
reducing the traffic on the communication channel by half. This is achieved through the “Cyclic_Table”
module implemented in the ECU and the corresponding visual object “Cyclic Data” in the BIOComProP_TS
interface, capable of configuring, displaying in real time, and exporting data in Excel format (fig. 10.38).

On the right side of Figure
10.38, at line 9, a 16-element array
Y. “TABLE_DATA32” is defined.
modul “Cyclic_Table” This array contains memory
By gt g addresses where various variables

(internal firmware data) used to
read values from sensors, supply
gD voltages, system variat_)l_es are

al ool [ E o p—— in Fimuare stored. The first 8 positions in
ey ooy T | i 2 e _ “TABLE DATA32” are reserved
— v ' for 16-bit structured data types, and

o4 Hatas
e (ooooszcx 00006276 | 00000048 oooooou}_—— ~
| o %

The "Cyclic Data" visual object from the
BIOComProP_TS graphical interface

Tabel configuration “Cyclic Data”

ters for 32 Filter

TABLE | TS-0 % TI-0 » WR Cycle RD Cycle iz~

EREEY ST, I z the next 8 positions are for 32-bit
32.bit length " 1ssitlength | |f 2 structured data.
Data collection
Fig. 10.38 Configuring the “Cyclic_Table” mode from the Figure 10.40 shows the
“Cyclic Data” visual object (Personal contribution) graphs of the variations in force,

supply voltage and shunt current
consumption from the seat actuator, depending on the actuations of the control buttons for seat movement.
The four graphs, shown in figure 10.40, were built solely based on data collected through the
"Cycle_Table" module from the seat ECU and through the "Cyclic Data" graphic object from the
BIOComProP_TS software application.
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Fig. 10.40 Variation of force, supply voltage and consumption
current depending on the seat movement command (Personal
contribution)
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Fig. 10.41 Graphical interface with actuator movement
commands (Personal contribution)

Each curve in the graph
consists of 271 points, values
acquired by telemetry from the
ECU. Graphs 1, 2 and 4 contain one
curve each, and the third graph
consists of two curves, one for the
24 V voltage and the other for the
12 V voltage. All four graphs are
temporally synchronized
horizontally.

Of the 8 internal variables
acquired cyclically from the ECU
in table 10.11, 5 were used. The
data collected in the visual object
"Cyclic Data" were exported in
excel format, and from there the 4
graphs presented in figure 10.40
were built.

Figure 10.41 shows the
graphical interface together with
the commands for the control
buttons for the three types of chair
movements: lift up/down, seat
lowered/raised, handles
lowered/raised. These are in the

central part of the graphical
interface, in the “w-Chair
Commands” section. The

commands associated with the
remote actuator control buttons
are described in Table 10.7, in
column 4 with rows 1, 3, 5, 7, 9,
11, 13, 15 and 17. The “Stop Data
Acquisition” button activates or
deactivates the cyclic messages
presented in the  previous
algorithm and in Table 10.11.
Based on the information
collected from the cyclic
messages (internal variables in the
firmware), it refreshes the chair
status displayed in the upper
section of the graphical interface,
in "w-Chair Data". Here are
indicated the instantaneous mass

of the user, the degree of loading of the handles that suspend the human body, and the mass memorized before

the start of the treatment by hanging the human body from the handles.

In figure 10.43, the user is in the seated position on the chair, in the mode of suspending the body from
the handles in the backrest. The screen in the lower area of the figure displays information about the initial
mass of the user memorized in advance, in this case being 82 Kg. When the user activates the button to raise
the handles, they suspend the human body according to the user's voluntary will.
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After operating the handles
B e = inlifting mode, the apparent user
mass detected by the seat force
sensor becomes 80 Kg, because
part of his mass is supported by

Left handle

Software : the handles.
. The chair does not
User's apparent automatically operate the handles
S B . to suspend the human body.

Rather, it is an actuation
controlled exclusively by the
human user, and the ECU
calculates and displays
information regarding its mass
and then the calculated trunk
suspension force, converted into
kilograms of force.

The chair assists the user in

e Taad 1ol In clenended mod - . _——\
Fig. 10.43 Functional testing at the functional prototype level
(Titu A. M., Bogorin-Predescu A., Bogorin-Predescu O., & Titu
S., 2023)

the process of suspending the human body to lengthen the spine.

The functional prototype was highly appreciated at international invention shows by the jury and
visitors, and in 2018, being exhibited at the "EUROINVENT 2018" event, the "Lucian Blaga" University of
Sibiu won the grand prize with this achievement. ....

The invention patent was granted by the State Office for Inventions and Trademarks (OSIM) in 2021.

10.6 Contributions to improving the quality management of the communications process for a testing
system using the BIOComProP platform with applicability in the automotive industry

Figure 10.45 illustrates the traditional workflow associated with developing new functionality or
correcting a bug in embedded software.

SW asign| SW Developer check SW Tester test _
PM/Tester/ (office desk) (attempts: i) (HIL location) pass | SW Integration
- implementation: 1-2 days (T1) - time until available: 1-3 days (72) Product
De\l'el Ope r/ - bug fix: 1-2 hours (T4) - preparation&Test: 1-2 hours (T3) Release

1 test fail

(attempts:i- 1)

Fig. 10.45 Traditional workflow for implementing/developing/fixing a bug for embedded software
(Personal contribution)

For the embedded software developer, a new implementation usually requires an average of 1 to 2 days.
The SW Tester engineer checks the firmware implementations on the Hardware-in-the-Loop (HIL) test system.
HIL testing involves connecting the ECU to a test system that simulates the operation of an assembled product
under real conditions.

The duration of access to the HIL can vary from one day to several days in such cases. If the tested
firmware does not comply, it must be returned to the developer for bug fixes, which can take several hours,
followed by several days until the HIL equipment is accessible again.

Consequently, during each deployment/testing cycle, several days are wasted waiting for the HIL to
be available.

If the FW evaluated on the HIL does not meet the criteria it must meet, the test engineer returns the FW
to the software developer to fix the non-conformities. Fixing them takes several hours, and then the FW is
delivered back to the test engineer to check it on the HIL. These implementation-test (fail)-fix attempts are
denoted in Figure 10.45 as “attempts: i, where “i” represents the number of iterations needed to implement-
fix the FW until it meets the requirements.
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The times depicted in Figure 10.45 are:
- T1: implementation/development time of a task by the SW developer. ... ;
- T2: the wasted time waiting for the HIL test system to be available for the test engineer to access.

- T3: time required for testing the FW by the software test engineer. ...
To reduce the number of iterations "i" in the testing part of the FW, a change to the process is proposed
in Figure 10.46, in which the software developer personally verifies the minimum functionality of the
implementations.

test

. final
SW SW Test i
asign| SW Developer ester pass | SW Integration

PM/Tester/ (office desk) check (HIL location)

D | / - implementation: 1-2 days (T1) - time until available: 1-3 days (72) Product
eve Oper - bug fix: 1-2 hours (74) - Preparation&Test: 1-2 hours (T3) Release
- local test: 1-2 hours (T5)

Bug fix

{attempts: i) I test fa|| © adsi .
........... —_ Adrian Bogorin

Fig. 10.46 Optimized process for implementing/developing a task (personal contribution)

Thus, the number of iterations "i" moves from the HIL (hard-to-reach equipment) to the FW/SW
developer, in a specially designed place equipped with equipment for the bare necessities called a test bench.

To understand the differences between the two workflow strategies illustrated in Figures 10.45 and
10.46, the example provided in Table 10.12 is essential.

Tab. 10.12 Traditional workflow vs. optimized workflow

Task responsible Activity SW [ore] Traditional workflow [hours] | Optimized workflow [hours]

SW developer (T1) Implementation time 2 days = 16 hours 2 days = 16 hours

SW tester (T2+T3) Waiting + testing time 3 days + 2 h = 26 hours 3 days + 2h = 26 hours

Trials (i) - 5 5

SW developer (T4) Fix time 2 hours 2 hours

SW developer (T5) Testing time - 1 hours

Calculation formula - TL+ix(T2+T3) + (i-1)x T4 T1+ix (T4+T5) + (T2+T3)
Total number of hours - 154 hours 57 hours

Power Supply { s
SLP320-32 : 12c digital shunt. \_/
== #
|
|
|
|

It is found that, in the case of five
successive iterations of firmware remediation by
the developer, following the traditional
workflow, the maximum duration required to
sum ——fspspl  complete the task reaches 154 hours. In contrast,
e 7" applying an optimized, “hybrid” workflow leads,

for the same number of iterations, to a significant
|

\—{ Shield DAC

™| shield ADC
(signal

)
|
|
|
|
I
|
\ |
I
|
|
I
|
|

$5P240-40

circuits) | SRR

Analogic remote control/monitor

OUTLN

reduction in the total time, which is only 57

Y8 | Arduino % i iy
hours.

TestBench_HW

© Adrian Bogorin

SWuse
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(dedicated target PC)
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Download ECUSW USB use 50K Ling
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AN AN G VECTOR >
joe/CANalyzer
(Vector) UsB. use LIN/CAN /FLEXRAY BUS
VN device
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»

Trace32
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The proposed embedded system, called
TestBench, manages in a controlled manner all
the equipment on the test bench accessible to the
embedded software developer.

The block diagram of the TestBench test
system is presented in Figure 10.49.

The central core of the TestBench system
is the Arduino Mega2560 board, equipped with

Remote Test Equipment @Equipment space !\ _ ECU Under Test (EUT)

Flg 10.49 Block diagram of the TestBench remote
testing system (Personal contribution)
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the 8-bit ATmega2560 microcontroller from Microchip, operating at a frequency of 16 MHz. Figure 10.49
shows the block diagram of the TestBench, which coordinates four types of additional electronic modules: the
“Shunt Module”, the “DAC Module” (Digital-to-Analog Converter), the “Relay Module” and the “ADC
Module”, together with the analog signal conditioning circuits. The first three modules are low-cost,
commercial electronic assemblies available on the market from several electronic component manufacturers,
while the signal conditioning circuit was designed and built specifically for this application. The ADC module
is directly integrated into the microcontroller.

Figure 10.52 shows the TestBench in

ECU
LIN/CAN/FR BUS

e : - : ! Power Supply
‘@ o ®):@0) @) output
Vector VN device —% ¥ i

UIN/CAN/FRBUS  “J:] Power Supply

Control/monitor

connector
Relay Module

OKY3015 (behind)

Shunt Module ‘\H””” {1
INA260 | | “ EEE: @ Signal conditioning
| By s 4 board (Top side)

DAC Module—~" w

MCP4725

Support plate Arduino
el MEGA2560

Signal conditioning board
(Bottom side)

Fig. 10.52 TestBencht hardware prototype (Personal
contribution)

the prototype phase. To hold everything
together, on a PCB (backplane), the Arduino
Mega2560 board, the DAC module, the
signal conditioning board, and the relay
module were mounted.

Above the relay module, a board was
mounted in which the connectors that ensure
the connection with the voltage source, ECU
and the "Vector VN" equipment were added.
On the signal conditioning board, the shunt
module and the connector for controlling
and monitoring the Power Supply were
mounted (Bogorin-Predescu A. , et al.,
Innovative  Cost-Effective ~ Embedded
System to Enhance ECU Firmware Quality
Through Remote Hybrid Testing in

Automotive Domain, 2025).

At the beginning of the TestBench project, it was intended to be flexible, easily expandable, and
modular. In this sense, the Arduino Mega2560 board was used, which was designed by the Arduino community
with the idea of being compatible with the concept of rapid prototyping. Arduino is an accessible and intuitive
electronic platform, intended for both
professionals and enthusiasts, which
facilitates the rapid development of
interactive  electronic prototypes and
experiments. Arduino-compatible modules,
such as the relay, shunt, and DAC module,
are inexpensive, and additional components
are easy to find and replace, which makes
project development more affordable.

RTOS — Real Time Operation System
(tasks scheduling)

Like any smart product equipped with
a microcontroller, it operates based on a
software  program. To enable the
development of the TestBench firmware in a
short time frame, using rapid prototyping,
the BIOComProP_ECU firmware
architecture was adopted.

Before presenting the TestBench
firmware architecture illustrated in figure
10.55, it is necessary to define the
requirements that the mini-test system must

(UART]

App_|

Communication Core
ask_Co

Data shared

(variables between modules)

Fig. 10.55 Firmware architecture of the TestBench test
system (Personal contribution)

meet.

The primary function that the TestBench must fulfill is to operate the switches K1 .. K9. Through these
switches, the power supply lines are connected to the EUT, the power supply control is managed, faults are
injected on the communication bus between the EUT and the VN equipment and the K-Line converter is
supervised.
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Another primary function is to
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The GUI functions as a human-
machine interface (HMI).

At the top right of the GUI is the
Power Supply area that manages the power supply in Figure 10.57 (b). The Set OUT voltage button applies a
control voltage through the DAC to the power supply so that the output voltage at the power supply terminals
is the same as the value set in the GUI.

Fig. 10.57 TestBench - Graphical User Interface
(Personal contribution)

The link between the TestBench SW application and the TestBench HW equipment is the BIOComProP
communication protocol mentioned earlier.

The BIOComProP platform has also been applied in the automotive industry, as a tool, incorporated into
the TestBench testing system to help and speed up the testing process of electronic control units. In the first
phase, at the prototype level, until the development of the TestBench system stabilized, it was applied in a
limited number to workbenches, then it was multiplied in several dozen copies within two segments of the
Research and Development Center of the AUMOVIO organization in Sibiu.

The TestBench test system is primarily aimed at embedded software developers who are not involved
in implementing sensor and actuator software. It is intended for engineers working on the AUTOSAR
communication stack (“ComStack”).

‘ "' p The evaluated ECU is not error-free.

pare Pa{ f Q. M This is beneficial because it reduces the

U sl footprint of the TestBench test system,

(Rear Side) .. .

TestBench = /M | s eliminating the need for sensors and

\f""‘ AR E actuators that take up physical space. Figure

s 10.59 shows a test bench using the

TestBench equipment. The test bench is

used by developers of embedded software
PowarSupel for mechatronic braking systems.

(Rear side) e

= / Given the “Comstack” team’s

%) RSN specialization in firmware implementation

A= i ctor 8 from a communication perspective, test

A Gk benches equipped with the TestBench

Flg 10.59 The back side of the TestBench test stand system do not require the integration of the

(Personal contribution) vehicle’s physical sensors and actuators

into the EUT. Therefore, it is not imperative

to develop a fully equipped Hardware-in-the-Loop (HIL) test system. The main objective is not to achieve an

error-free emulation of the entire physical system (i.e., with the hardware fully coupled to the EUT, including

sensors and actuators). Instead, the testing process is circumscribed and focused exclusively on the

communication discipline. This approach allows for rigorous evaluation of the firmware’s communication

layer without the complexity and costs associated with full vehicle hardware emulation.

3
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The introduction of the TestBench testing system coincided with a significant reduction in the learning
curve and time required to develop skills among junior-level personnel. The system facilitated a notable
acceleration in the acquisition of the following professional skills by junior engineers:

- Analytical Thinking: Improve the ability to evaluate complex systems and diagnose problems.
- Technical Expertise: Strengthen specific knowledge and skills related to firmware architecture
and testing processes.

10.7 Conclusions

The BIOComProP IT platform, presented in chapter 10, stands out for its complexity and versatility,
being a significant contribution in the field of embedded systems, with direct applicability in the automotive
industry and in the validation of functional prototypes related to invention patents.

"Hydroelectric turbine with deformable blades" is a concrete example of a functional prototype of a
patent, in which the BIOComProP platform was used to achieve communication between the computer and
the turbine located on the river. Communication is achieved through an intermediate microcomputer, MC2,
which receives requests from the graphical interface and transmits them to MC1, located on the turbine. The
parameters acquired from the turbine include voltage, current, generator frequency, temperature, and humidity
in the ECU housing, as well as the battery level. The data acquisition module operates based on a request-
response mechanism, in which the computer initiates the request, and the turbine responds with the
corresponding data, transmitted through messages structured on 8 bytes. This data is then exported in Excel
format, facilitating numerical and graphical analysis of the system's performance.

"PC chair with active spine relaxation principle" is another functional prototype validated through the
BIOComProP platform. Unlike the hydroelectric turbine, this system integrates digital commands for
controlling the actuators, which adjust the position of the seat, handles and lift. The electronic part of the chair
is presented from the perspective of the SIPOC methodology, highlighting the flow of information from
sensors and buttons to the microcontroller and actuators. The firmware is built on the BIOComProP_ECU
architecture, using dedicated software applications for data acquisition, algorithmic processing, and output
control.

TestBench, developed as a test system for ECUs, was born from the need to optimize the development,
implementation, repair, and testing time of embedded software in the automotive industry. The comparative
study conducted between the traditional and the optimized hybrid workflow highlighted the significant
advantages of introducing a test system directly accessible to firmware developers. In the optimized workflow,
the developer can evaluate the implementations locally, reducing the number of iterations on HIL equipment
and considerably shortening the total duration of the validation process.

The TestBench was built starting from a conceptual block diagram, followed by the creation of a detailed
electronic scheme and a graphical user interface. The firmware of the test system is also developed on the
BIOComProP_ECU architecture, integrating modules for power supply control, voltage and current
measurement, fault injection on the communication bus and saving state parameters in EEPROM. After the
prototype phase, the TestBench was produced in mini-series, being implemented in dozens of test benches
within the organization, with international expansion.

For younger colleagues, TestBench offers the opportunity to gain an in-depth understanding of the
firmware architecture, communication mechanisms, power supply interaction, and monitoring and control
processes of an ECU. Using the intuitive graphical interface and real-time visual feedback, they can directly
observe the effects of sent commands, analyze system behavior in different scenarios, and learn to diagnose
and fix errors in a systematic way. In addition, integration with the BIOComProP_ECU platform allows them
to familiarize themselves with a standardized architecture used in real projects, which contributes to the
formation of analytical thinking and the development of solid technical expertise.

For learning organizations, TestBench is a catalyst for operational efficiency and knowledge transfer.
By reducing reliance on HIL equipment and facilitating local testing, it optimizes resources, shortens
development times, and creates a collaborative environment where engineers can work iteratively, quickly
validate hypotheses, and document results in a reproducible manner. Furthermore, by extending TestBench’s
use across international teams, including outside of local working hours, it maximizes test bench availability
and promotes an organizational culture based on autonomy, accountability, and continuous learning.
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In conclusion, Chapter 10 demonstrates the broad applicability of the BIOComProP platform in the
development, testing and validation of embedded systems, both in the context of patents and in the automotive
industry. By integrating the graphical interface, the "workspace" structure, the firmware architecture, and the
advanced communication mechanisms, BIOComProP provides a robust and efficient framework for the
creation of functional prototypes and modern test systems, contributing to increasing product quality and
protecting intellectual property.

11. FINAL CONCLUSIONS, ORIGINAL CONTRIBUTIONS AND FURTHER RESEARCH
DIRECTIONS

11.1 Final conclusions

The research has addressed the issue of quality management of the communication process in
embedded systems for the mechatronic and automotive fields in an integrated manner, from theoretical
foundations and current status to the development of its own platform — BIOComProP (‘“Basic Input Output
Communication Protocol Platform”) — and its validation through functional prototypes and a dedicated test
bench (TestBench). The platform connects a PC to an ECU through an application-level protocol and
asynchronous transmission/reception processes, inspired by the Shannon-Weaver model and adapted to the
physical channels used (UART, CAN, BLE). This integration is presented in layers, from the theoretical model
to the concrete implementation (PC—ECU), with encoding/decoding in BIOComProP_TS (PC - Calculator)
and BIOComProP_ECU (ECU — “Electronic Control Unit”), for interoperability and traceability.

The bibliometric analysis, from the first part of the scientific research, confirmed that the research
direction is aligned with the leading literature: terms such as "quality management"”, "firmware platform",
"embedded systems" and "communication protocol" appear with high frequencies and consistent links in the
WOS platform, which validates the orientation towards portable firmware platforms, 10T connectivity and
communication security. This diagnosis supports the standardization of the PC-ECU language, modularity and
portability promoted in BIOComProP.

From an architectural perspective, an important contribution is the adoption of an asynchronous
communication model. Instead of a blocking “request-response” chain, the reception of messages from the
ECU is decoupled from the transmission of commands from the PC, which increases the application’s
resilience to delays or lack of response from the ECU, prevents blocking of the graphical interface, and allows
concurrent processing. This technical choice — together with logging and a clear separation of roles between
the PC and the ECU — has allowed the development of robust, quality-oriented flows, both in prototyping and
in post-release support.

The V-model represented the methodological foundation for the development of the functional
prototype, being adapted to the specifics of mechatronic systems. The process began with the definition of
product requirements and specifications, followed by the design at the system, module, and component level.
The left side of the model covered the analysis and design phases, and the right side ensured the verification
and validation corresponding to each stage. Thus, the design and simulation of the components were confirmed
by prototyping and testing, and the complete product concept was validated by evaluating the final prototype.

This approach allowed complete traceability between requirements, design, and testing, reducing the
risk of errors and ensuring compliance with quality standards. In addition, the integration of the BIOComProP
platform facilitated the completion of the V-model stages in a unified environment, providing tools for
simulation, control, and documentation. The result was a coherent development flow, with significant savings
in time and resources, confirming the efficiency of the V-model in complex projects in the automotive and
mechatronic industries.

The applied part of the scientific research illustrated the methodological transfer to real prototypes.
For the patent “Hydroelectric turbine with deformable blades” (RO128224-B1) a distributed acquisition
system was created, with a mobile ECU (MC1) on the watercourse and a stationary ECU (MC2) on the bank,
communicating by radio in “half-duplex” through 8-byte packets, so that the PC could view in real time the
voltage/frequency of the generator, the current through the loads, the temperature/humidity in MC1 and the
battery status. Derived indicators were also implemented (generator rotation speed, river flow speed), and the
graphical interface was structured into thematic areas (commands, instantaneous values, message history).

The patent RO129280-B1, entitled "Chair for working at a PC, with active principle of spinal
relaxation", was implemented through an integrated mechatronic prototype. The purpose of the invention is to
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reduce the negative effects of spinal compression during prolonged computer work, by introducing controlled
sequences of spinal elongation.

The prototype includes an ergonomic assembly, electromechanical actuators for adjusting the seat
position and the folding levers, as well as a microcontroller-based electronic module that manages the seat
movements. The system is completed by sensors for monitoring force and position, actuator drivers and
dedicated software that allows local or remote control.

To accelerate development and diagnostic activities in the automotive industry, a modular test bench
(“TestBench”) was created, built around a rapid prototyping hardware system (Arduino Mega2560) and
extended with various modular circuits for controlling the source voltage and measuring the current. The
scheme includes resistive dividers for adapting the voltages to the ADC channels, control lines and relays for
the purpose of injecting errors for the ECU under test. This solution is flexible, extensible, and low-cost,
facilitating rapid testing of the EUT and integration with communication tools.

The comparative study on the hybrid workflow for firmware development showed a substantial
reduction in the duration on iterative scenarios (from 154 hours to 57 hours for 5 iterations). The benefit
becomes even more pronounced as the number of iterations increases, which reflects the reality of embedded
systems in the automotive industry.

In conclusion, the approach demonstrated that a rigorous, standardized, and secure management of the
communications process — treated as a quality objective — produces concrete effects: reduction of development
time, increase of traceability, acceleration of diagnostics and rapid validation of prototypes. The BIOComProP
platform is transferable between microcontroller families and projects and can become the core of a “digital
factory” for prototyping and testing for mechatronic systems.

11.2 Original contributions

Original contributions derived from scientific research are:

- The concept of a holistic embedded system. The contribution consists in treating communication as
an integrative function of quality, with a transversal role on hardware architecture, firmware, software
tools and test/diagnostic methodology. ... ;

-  BIOComProP Platform. The platform defines a complete framework for PC-ECU:
BIOComProP_ECU (firmware), BIOComProP_TS (computer test software) and a communication
protocol. ... ;

- BIOComProP communication protocol. An application protocol was designed with compact 8-byte
packets, with clear meaning at the byte level, with confirmation/error codes and security mechanisms
("seed" generated by the ECU, key derived through XOR and circular rotations, blocking after multiple
attempts). ... ;

- BIOComProP_ECU firmware architecture and BIOComProP_ECU infrastructure. The
architecture includes: “Communication Core”, Libraries (“Lib”), “Shared Data” for inter-modular
exchange, “loMcu” and specific drivers, plus a periodic task “Task_Com_XXX_RX_10ms”
coordinated by RTOS/super-loop. Requirements for compatibility (ANSI C/C++), for various
compilers (CCS, MPLAB X, GCC) and MCU families (8/16/32 bits) were defined, which allowed for
rapid replication of solutions between the projects addressed;

- Integrated software platform BIOComProP_TS. The graphical interface (designed in C#) brings
together in a "Workspace" all the tools and artifacts used for the holistic development of
projects/prototypes: protocol XML files (the "language" of messages), MCU description XML files,
EEPROM maps, schematic projects (e.g. Proteus), firmware projects (CCS/MPLAB/Arduino),
respectively software applications dedicated to prototypes. ... ;

- Scalability of the firmware architecture. The BIOComProP_ECU architecture was designed to be
completely portable and independent of the hardware platform, which allows easy integration on any
microcontroller, regardless of family or compiler. ... ;

- - The versatility of the BIOComProP platform. BIOComProP is not just a communication platform,
but an integrated tool that covers all phases of the V model: from requirements definition and initial
configuration to final testing and validation. In the development phase, BIOComProP_TS provides a
unified environment for configuration, monitoring and testing, and BIOComProP_ECU provides a
modular, easy-to-parameterize firmware. A major advantage of the versatility is the rapid porting of
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projects: an existing project can be adapted to new hardware with minimal changes, thanks to the
modular structure and the clear separation between generic and specific components.... .

Functional prototypes, the embedded test system TestBench and the 10T Indoor Weather Station are
applications of the BIOComProP platform:

First patent: "Hydroelectric turbine with deformable blades" with number RO128224-B1 — floating,
easily transportable construction, which transforms the linear movement of water into rotation through
a "belt" with deformable pockets, supplying isolated households; the solution targets slow flows,
where classic turbines are inefficient. An embedded systems architecture was designed and executed
consisting of the MC1 microcomputer (located on the water) and MC2 (located on the shore); MC1
monitors the generator voltage/frequency and transmits the data by radio to MC2, which sends it to
the PC. ... ;

The second patent: "Chair for working at a PC, with active principle of spinal relaxation" with the
number RO129280-B1 assumed a multidisciplinary approach. The contribution focused on the
electronics and software, with emphasis on the integration of the ECU, bidirectional communication,
and the development of dedicated applications. The electronic architecture of the control unit (ECU)
was created, including circuits for actuators, sensors, and communication interfaces. A modular
firmware was also created, which ensures precise control of actuator movements and monitoring of
safety parameters. ... ;

The TestBench embedded test system was designed to accelerate development and diagnostic
activities in the automotive industry, as an integrated platform for the verification and validation of
mechatronic systems, in a holistic way. Its structure includes hardware and software components that
allow the simulation, monitoring and remote control of ECUs used in automotive vehicles, providing
a complete environment for testing. The project is built around a rapid prototyping hardware system
(Arduino Mega2560), extended with dedicated modules for controlling the source voltage, measuring
the current and injecting controlled errors into the ECU under test. ... ;

Following the creation of the functional prototype of the "TestBench" testing system, the functionality
of the signal conditioning board was expanded to cover a larger number of circuit elements. ... ;

A comparative study was conducted between the traditional workflow and an optimized hybrid
workflow for ECU testing, to identify the critical points that generate delays in the software
development process. The analysis highlighted the fact that, in the classic scenario, the dependence on
HIL (Hardware-in-the-Loop) equipment and the long waiting times for their reservation lead to a
significant increase in the total testing duration. Within the optimized workflow, it was proposed to
move part of the validation activities from the HIL area to a dedicated test bench, located in a space
accessible to the developer. ... ;

The BIOComProP_ECU architecture was integrated into the Arduino open-source platform for the
development of the "Weather station for indoor air quality” application, an 10T (Internet of Things)
application. The microcontroller used, ESP32, is part of the 32-bit category, being a controller with
high processing power.

11.3 Further research directions
Based on the results obtained, the following future directions can be outlined::

Expansion of the BIOComProP platform to include support for new microcontroller families and
communication protocols;

Extension of commands related to the BIOComProP communication protocol for reading
program variables from the microcontroller's RAM memory;

Integration of OTA (Over-The-Air) functionality for BIOComProP_ECU, with extended support
for software update operations through the BIOComProP_TS platform, thus ensuring a fully
automated and secure flow for the maintenance and evolution of mechatronic systems;

Complete automation of testing through artificial intelligence algorithms that detect and correct
errors in real time;

Integration with 10T and cloud technologies, for remote monitoring and analysis of data collected
from prototypes;

Development of educational modules based on the BIOComProP platform, for the training of
engineers in the field of mechatronic systems;

Applying the methodology to other fields, such as medical robotics, industrial equipment or personal
assistance devices.
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